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Abstract—This paper deals with remote digital handling and ~class than the problematic case, the similar case retrieval
sharing of medical images with their associated knowledg&o  consists in a classificatioprocessupon the endoscopic
improve medical knowledge sharing, as for example in e- knowledge Potential casesrethensorted according ttheir
learning or remote diagnosis aid applications, we propose to gimjlarity with the problematic cas8ucha system is at the

render the image more usable by embedding a rfowledge - : e
Digest (KD) in images with watermarking. The proposed KD midpoint of the Pattern Recognition and Case Base

synthesizes respectively symbolic descriptions of the image, ofRéasoning paradigms
the findings semiology and similarity rules that contribute to Now, it is the matter of promoting the knowledge base, in
balance the importance of the previous descriptors. Such a particular thefinding levd which represents semiology in
digest aims at being used for retrieving similar images with the case of an e-learning dipption demonstratoprojectin
eithe_r _the same findings or differential_ diagnoses. Instead of 4,derto share and teach this endoscopic semiolodye T
modifying the image file format by adding some extra header .. principle of our approach is to share with a medical
information, we use watermarking to embed the KD at the . . . .
pixel gray level of the image. Watermarking allows also image a knowledge digest (KD) that gives a medical
verifying data integrity by inserting in the image a digital Synthetic description and interpretation of the image content.
signature (DS) computed on both image and KD. The interest Such a digeswill constitute the distributed knowledge and
of these new image functionalities isllustrated considering is thereafter exploited: (i) to update user's case and
users' database update_ With_in an e-learning application knowledge bases and, (ii) to provide the means allowing
demonstrator of endogopic semiology. similar images retrieval with either the same findings or
differential diagnose
To share with medical images some concomitant data, one
M EDICAL image sharing participates to a wide varietypproach consists in adding, when allowed by the image file
of applications ranging from tele-diagnosis to teleformat, some extra header information. In our schewmee,
surgery, and promotes also applications like remoigave opted forwatermarking[5]. Watermarking is the
diagnosis aid and learning[1]. Thesetwo last applications jnsertion of a message in a host document which in our case
are being possible through the ability of comparing imag%%rresponds tan image. Embedded at the pixel gray level
to already treated examinations. Beyond image comparisef, the image, it means independently of the image file
similarity research between examinations implies a medicgrmat. it is usually required that the watermark infororati
knowledge representation. remains hidden to any unauthorized user (as for data
In previousworks [2] [3], inspired by medical practice, encryption, a secret key is needed to access the watermark
we have defined a Heveled — disease and lesion —content), non-interfering with the use of the watermarked
description language of diagnostic information in endpgco gocument, that is in our case not modifying image
in order to unify the representation of pathologies and gferpretation. Between the different approaches prapose
cases. Upon this analysis of the diagnostic reasoning for watermarking medicalimages, we have retained
process, all the elementgerejoined to a system of decision yeyersible watermarking. The reversibility property aso
aid which suggests consistent diagnostic hypothesis afh removal of the watermark from the image retrieving
relevant cases according to the problematic case desnriptiexacﬂy the original image. In this work, we extend to JPEG
This system leans on two bases, one defines the endoscg@iﬁ]pressed image a reversible watermarking method we
knowledge and the second corresponds to a casRaveproposed for raw imadé].
iconography.To identify potential cases within the same Suggested KD and watermarking are jointly exploitd
the database level of an e-learning demonstrator of
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present its adaptation to JPEG compressed images. In2) Knowledge and Case Bases
section 4, the KD watermark constitution is presented aspased on the knowledge of medical experts and the terms
well as the architecture of the e-learning demonstrator péted in the Minimal Standard TerminologM®T) [4], this
endoscopic semiology. Some concluding remarks are givBBproach leads to an a priori description of 150 Conceptual
in section 5. Scenes(diseasespnd 100 Conceptual Objects (endoscopic
findings).
Il. MEDICAL IMAGE KNOWLEDGE The expert squeezes out his knowledge, using Linguistic

In order to help the endoscopist faced with a complexaluations (LV) instilling uncertainty or vagueness. Each
case previous work [3] has been done ievelopng an feature can be judged as without interest, impossible or of
“intelligent” endoscopic atlas Such an atlasproposes interest;in thislastcase, each feature item must be evaluated
consistent diagnishypothesis and relevant cases accordings never, exceptional, rare, frequent and always. A sixth
to the endoscopist description of the case. At the same titagel is also defineddpubtful) when the choice between
this development has imposed to analyze the cognitivever and exceptional cannot be stated: this level exgresse
processes that underlay the medical decision makirifpe knowledge limits of the expert.

Before, presenting the Knowledge Digest structure V\_ [ 13164 ewl Ulcer
remembethe knowledge representation it belongs too.
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peculiar patient context, one or several endoscopic LbgiGay. 1. Example of £onceptual Object
Finding(s) or Object(s) and theirewual spatial relations. . o . ,
» Conceptual Scene: as abstraction of Logical Scene, théo‘n object identified with a code andlabel(cf. figure 1)

extended definitions of the upper digestive tract pathetog fs systelma_lliucallyde?crltbed through 3:; featuresla? shownhlnh
Patient context, reasons for the endoscopy, one or sevel Tre O One feature corresponds several ftems whic
be assigned a LV value. The actual number of

Conceptual Objects with their eventual spatial relatians,
P ) P ﬁ%mdered items is 206.

the complementary procedures to be advised, constitute 5\ d ted b tient profile (th q
medical knowledge of these Scenes. scene is depicted by a patient profile (the sex and age
%r]evalence features as well as a predefined whole of dlinica

In these three kinds of scene, lesions or any element texts). by the obiect fh stbwave) and
interest, i.e. the "endoscopic findings", constitute thieais contexts), by the objects (one of them mustaiways) an
by eventual satial relations between objects.

that can be depied through an exhaustive description
mode. To each descriptor or feature is associated a set ofhe case base is constituteflindexedimages;each of
choices, representative of all possibilities and judsiyu them represents an endoscopic diagnosis with one or more
defined by the expert. findings Most of them have been extracted from &ias
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(Homburg)- with their authorization and takes its value between 0 andepresentinghe LV

. . o . Y, I corr n h ion an imilarity rul
For a new situationthe similar case retrieval leans on the ector corresponds tdhe adaptation and similarity rules

knowledge and case bas&ased on the knowledge base Qescrbed in  section 1L.A.3. To each valuefrom

the system looks for theotentialfinding and diseaselas®s 'incompatible to identical, is associated a numerical valtie

of the observed case. The retrieval is completed searchll%’ 3 4. or S. Acc':or'dlng to the need of adgptlng rules or not
into these classes the more similar case according ogbleandmlssng corrgspond respgctlvely to OIand L
similarity rules. The Knc_)w!edge Dl_ges@nth its syn_thetlc represeation _of
The object classification task ssadaptation rules which endoscopic mform_atlon |!anguage|ndepenq encontrarily
traducerelationshipsthat exist between the differeitéms. to the glossary which allows |ts.|nt.erpretat|d.>tever.t heéss,
The classification processdapts the knowledge base we proposed to share suck® with its associated image.

accordingly to the absence or presence of a feature. F
example, feature “typeSetas "homogenous" implies that al
subobjecs will have their features set asmpossible’.
Similarity rules correspond to cross tables between thesite 10 share with images their associated KBtevmarking
of onefeature There are 33 cross tables. The comparisdipS beenretained keeping in mind thatthese data are
between two items of a same feature is judgesl intimately assoeited It integrakes protection data and/or
incompatible, no similar, slightly similar, fairly smilar or Metadata in an image by modifying the pixel gray level of
identical. this image. In the context of medical imagingabsolutely
Such an endoscopiystemwith evolved functionality is €nsure that the watermawkill not interfere with the image
in keeping with the Pattern Recognition and Case Badierpretationwe use reversible watermarkirithe scheme

I1l.  ENHANCING IMAGE FUNCTIONALITIES WITH
WATERMARKING

Reasoning paradignig]. we propose wasriginally devoted to rawmedicalimage
) data. Based on a generic strategy of watermarking
B. A Knowledge Digest (KD) reversibility, we propose an adapted version fHPEG

The descriptors of endoscopic anomalies and twgitent compressed image.

cannot be retrieved in extension in MST. Thetdezs we A A bl i K h
userefer to a lowedescription level - Areversbiewalermarking scheme

In this context, the KD we propose is associated to anThe method we proposierives from the message to be
image considering that it must be sufficient to retrieveembedded, watermark signathatis added to the imadelt
similar images with either the same findings or differéntidvorks on signal with samples taking integer values.
diagnosesFor that, such a digest synthesizes respectively: Generally, the additive aspect and the limited image depth
the symbolic descriptions of the image, of the findingé™~1 possible gray levels for an imagepabits depth)

semiology just as the adaptation and similarity rules. require taking care of under-flow and ovaw [8]. For
example, for an image of 8 bit depth, adding one gray level

on a pixel of gray value equal to 255 will be greater than the
maximum authorizethat is 255 leading to an over flow.

To identify blocks that, if modify, will introduce an
underflow or overflow our approach is based arpixel
block classificationHence,we consider watermarkable and
nonwatermarkable blocks, non-watermarkable blocks will
not be modified. To retrieve the watermarked blocks in the
watermarked imagd,, and consequently the embedded

] ] o -~ ) message, this classification is built on a signal estimatio
As described section Il.A.2nyobject isidentified with @ ;v ariant to the insertion process
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Fig. 2. Knowledge Digest structure

code The KD structure is constituted aff(figure 2): the The algorithm we summarize héscompletely described

diagnosis codesach identifiedinding code andheir related [6]. At first, the imagel is splitted in 2x2 jxels non

finding KD. _ overlapping blocks {BgJ. A block Bj of 2x2 pixels
The finding KD is represented by three vectors of 20 o= X 0 X1 X100 Xj,ll}) will be watermark by adding

componentgach: the finding description vector, the finding i )
semiology vector and the adaptation and similarity ruldy subtracting a known watermark pattevii In  this
vector Thefinding description vector represents the LogicafXPerimentWis defined by

Object (cf. 8lI.LA1) in the image. Each of its components W = [ L } 1)

corresponds to one item. Items which descttiledinding in -1 1

the image aresetto 1 and the other ones to 0. The finding In a second time, each block is estimated. A blggkis
semiology vector traduces the knowledge we have on thetimated by é] - {)A( gm} through a linear
finding. Each of its components is associated to one itempmbination



~ X0 Xon B. Extension to JPEG compressed images
B = %10 K @ JPES (Joint Photographic Experts Group) ispapular
2 5 and well know standardfor image compression which
B o= L Xt Koo+ Xjao Xjoo + Xjor F Xjn allows two compression mod¢s_(www.jped.org): lossless
A Xjeo t X0 F Xjur Xy + 2%+ X0 and lossy. The first openly reducesthe image file size

Once W added or subtracted #, B computed on the through an entropic encoding. On the contrarg, lgssy
: mode we consider thereafter, authorizes sdnfermation

lossaccordingly to aguality factor 6. The smaller is), the

In the classification proces8; is characterized by two lower the image quality is preserved and the higher is the
single measures computederéj. One éjmin is devoted to compressiofiile size ratio.
avoid under-flows and the seconi;ld"ax to avoid overflows.

watermarked bIocIBjW keepsthe same

Theyare definedy: ge oo u
n A — DCT
gmin _ min(]_f( . /QJ‘ %, cB ), k1=0,1 3) Transforn ] Block
i Kl i i i Block {Cop/n=0,...,7}
3 max I s o = B/ k|=0,...7
B™ = nﬂ,‘rfbﬂ.xm /Q) %y < B;)’ kl=0,1 (8% !

whereQ, is a quantization step arhdJ the integer rounding ‘g Quantization
Qs

function. Q must be known from both the embbedder and e I Block

the watermark extraction. We can then characterize blocks liabic —[DPCMje—2— !

that can be at the origin of an over or under-flow, over the Hufimar

whole image, by identifying within the estimated image two  Jpec RE

thresholds bitstream Zig-Zag Scan
Toin = mlf"X(BI;nm)' k=1,...N “) Fig. 3. Overview of the JPEG compression algorithm.

T, = minfer) K=1oN

max

_ . The JPEG algorithm idescribe in figure 3. It startdy
Watermarkable blocks are those with the followinginimage color transformation to théUV space. For each
charactenstlcsTmm < B andrmax > Br. block of four pixels, you havéour samples of luminance

In the case these thresholds change after the insertion, fif@rmation (Y), andone each of the two chrominance
message will be embedded in two steps. In a first time tg@Mponents (U and V). Each coloomponen is treated
embedder considers the thresholds thatthatermark reader independently. The process continues by splitting theemag
will identify andinsertsin the corresponding bloclkespart of ©F & color component in 8x8 pixels blocks. A Discrete
the messagwith the original valueJ i, et Tmax. In @ second CosineTransform(DCT), is appliedto eachblock, leading
time, the rest of the message is embedded by modifying fifeblocks of 8x8 transformed and uncorrelatefficients

lastwatermarkablélocks. Com, With n=0,...,7 andm=0,...,7.
A binary messagansg is inserted in watermarkable _ U .
blocksaccording to the followingrocedure Com = ~ ; X9, Dae,

1) watermarkable blocks are ordered secretly. This stgp,.
depends on asersecretkey. ' . . . .
. 2i +1 2j + Di
2) For one blockB,, one pixel X is selected and  4(, |) = CO{”( 16 )J)CO{E( 116 )j
compared to its estimatiog - If it satisfies

— X i ' =2 -
‘Xk,ij X, ij‘ < 1 then By is able to carry one bib o = \/ZS o = }/«/R

and is altered in the following manner One coefficient C,, is associated to a spatial frequency
N\ — w nm
I meg()=1 thenB’ = B, + W (n,m). Cy also named the DCoefficientis proportionalto
If msg(j)=0 thenB = B, - W the mean gray level value of the blockhe rest of the
On the contrary, if‘xk 3 ”_‘ > 1 then the distance Coefficiens (AC poeﬁigiepts) takeheir value in_the range
I _ [-1024; 1023].This hasits importance because it provides a
between x, ;and X, ; is increased by adding or |imited depth to the signal.
subtractingw. The information loss is achieved by applying a uniform
At the detection step, the watermark decoder acts in thgantizéion to each coefficient. The quantization stepies
same way. Once the classification processed, watkamia from one coefficient to another and derived froma
bocks are retrieved, re-ordered, interpreted and reshyred standard quantization tableQ modulated by the quality
adding or subtracting the pattét Based on this approach, factor 6. The resulting quantization tabl@; is stored ito
message and exact image recovery are possible, only if the jpeg file header. Once thguantizationprocess done,
watermarked image has not been modified. entropic encoding is applied to quantized De&bEfficients



http://www.jpeg.org

With JPEG the previous reversible watermarking methodatermarked contains: the total message lendtte
can not beexploitedin the spatial domain. The watermark isdiagnosiscode, the number dflentified findings and for
fragile and will be altered after the information loss in theach the associated finding code composed offitldéng
frequency domainConsequentlywe embed the message inKD size followed by the built finding KD. In order to
the DCT quantized coificients, it meanghe integer values: minimize the size of the whole message to be embedded, the

ci = LCnm/Qo‘(n' m)J three finding KD vectors are composed before being
Becausdhe quantization step depends thre DCT spatial  2inarzed.

frequency(n,m), the adopted strategy consistseimbedding ”)’@es

i i ici 2 bi 16 bi 2 bi i i - i
parts of thg message mdependently in sever_al_ coefﬁuqu its s 2bis/ Lbis  Ubls 900-Li00bis 11\[
planesapplying our reversible method. A coefficient planepvessage  Disease ~ Nb.of Finding  Finding kD Finding KD
P regroups all the image coefficientsf same spatial o code  fdngscode  lengh Y
frequency (n,m), with coefficient valuesvarying in the 1000 bits < KD Message < 3350 bits

range: [ - 1024/9,5(71. m)} L1023Q§(n, m) ] Consequently Fig. 5. KD message organization

our watermarking algorithm keeps the same for one

coefficient plane, only the thresholdg,, and T that In general images visualize one or two lesions,
control lower and over-flows have to be refinB@pending €xceptionally treg whence the KD message size stands in
on the message length, the number of watermarkéyeragearound 100-2000 bits and, at a maximum of 385
coefficient planes may vary to reach the requirement iRits.

terms of capacity. At the detection stage each part of the In our experiment, the insertion process has onlynbee
message has to be extracted from the different watermarlk@plied to the Y component JPEG compressed images,
planes.Notes that with such an approach, each time ttf@nsicering a test set of 1500 images. As described section

image is recompressed, the watermark signal should BEB, our algorithm chooses a set of coefficient plan@s.f
recomputed. for embedding. The capacity, it means tluenberof bit that

can be embedded within an image, depends on the number
of coefficient planesetainedandalso on the image size and
content.Over the whole image test set, the smallest, average
and maximum capacities, expressed in bits of message per
image pixel (bpp) considering the set of coefficient planes
&{Poum / n=1,..,5,m=1,...,5} are respectively: 0.0151 bpp,
0.0223 bpp and 0.0265 bppFor an image of 368x368
pixels, the smallest message we may expect to embed is
around 2000 bitdNevertheless,apending on the image, our
watermaking algorithm caradaptivelyselect the coefficient
planes to be used for a given Kéhgth
The reversibility of our scheme guarantees that once the
watermark removed, image alteration is only due to
compression information loss. However, keeping the

= 1) e watermark in the image implies a distortion due to the
Fig. 4. lllustratives examples: (a) Barrett esophagus gopBagitis, watermark that can bguantitativelyevaluated through the
(c) Nodules, (d) Stenosis, (e) Tumor, (f) Polyps, (g) Ulcer, (h) Varices. Pic Signal to Noise RatigPSNR) between the original

JPEG image ands watermarkedversion Considering the

IV. ENDOSCOPICSEMIOLOGY E-LEARNING APPLICATION ~ Sameexperimentas previously we have found respectively
ethe smallest, average and maximum distortion to be
36.4825 dB, 38.8471 dB and 39.7178dB. Even if further
experiments are needed, we expect that most of thehene
watermark can be kept within the image.

The proposed KD and watermarking abilities have be
jointly experimented at the database level of daaering
demonstrator of endoscopic semiology.

A W ki ici knowl .
latermarking endoscopic image knowledge B. Systemarchitecture

In this experiment, we have considered a data base dfo ¢ dermonstratorwill be imolementedusing Matlat?
endoscopic imageshat give illustrative examples of 8 u Wi 'mp using

distinct diseasesBarrett esophagus, esophagitis, nodule
stenosis, tumor, polyps, ulcer anatices.

%MathWorks) and an Apache Web Serveks depictedin
igure 6, its architecture is based on a web server that gives

The KD associated with a single image shall in faet access to an image database through a website publicly

converted to a binary string, as smallest as possible,d)efgya'labI?'A user Ju_st has to use his web_browser with the
its insertion As shown in figure 5, the message to p&ppropriate URLWith Matlab installed on its computer, he
' will be able tobenefit fromthedistributed functionalities



At the server side, before images amadeavailable on
the website, eachmageis JPEG compressed atpeefixed
quaity factor andwatermarled, in the wayillustrated in

V. CONCLUSION

In this article we have proposed a new way to shack
to enhance medical imagedunctionalities. While

figure 7. A Digital Sgnature(DS) is computed over both yatermarking allows sharing informationdependery of

the image KD, retrieved from the database, and te

the image format, the proposed knowdgddigestgives a

watermarked compressed image. Then KD and DS agnihetic description of the imagentent whichcan be used

embedded according to a secret watermarking Rigytally

for retrieving similar images with either the same findings or

signing the KD and the image will certify to the user that thgitferential diagnoseskD combined with watermarking

information is reliable, giving proofs of data origins andyppearsas a flexible solutioto update distant user caseda
integrity. In this experiment we use the DSA signafgre knowledge databases, similarity rules.

which provides a 160 bit long D¥ the image or the KD

In this work we havelso extended a reversible scheme in

are modified, the re-computed digital signature will bgppjication to JPEG compressed images. It provides high
@fferent than the embedded one. _Hence, the user will Eﬁpacityand may enable othesefulapplication in thesame
informed that data have been modified and the system Wilkin than the presented e-learning destetor.In future

‘KUseLSystem

not exploits them.
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works, we will still optimize the watermarking capacitids o
the endoscopic images, in order to integrate more
knowledge, i.e. disease semiology level. Hence, Physical
Scene Logical Scene, Conceptual Scene and Reasoning
Rules will be combined in an imagese,jn the spirit of the
Ca® Based Reasoning (CBR) whicha case represents all
information and procesyy useful to its resolutian

The endoscopic e-learning could prepare resident to
practice on real cases and thwart the inherent threefold
weaknesses of the endoscopy teaching: “the unhappy

Adaptation Image

& Similarity Descriptiol
Rules

Finding
Knowledge|

(1]

Distributed Knowleddge
Fig. 6. System architeate

Hence, vlhen a user connects on the web server, alb]
information as well as watermarked images are publicly
available. If he possesses the watermark extractor with
appropriate watermarking secret key his system will etrac
the information. The secret key knowledge needs the user to
be registered on the server sidie the same vein, a third 4]
party will be requesid to send the cryptographic keys
needed for the integrity control task. This vhi#llpalsoeach
party to beauthenticatd as such a keys user dependt.
Once the data integrityhecked10], the system updates the
user data bases, uploading the new image and the

Knowledge Digest The watermark extractor alongith [6]
empty databases, KD management functions anduties’s
language glossarwill constitute theplug-in available to
registereduser. [7]
8
. 8]
Private key—> RSA < Enhance
DS ' |Embedder—» |mage
Endoscopicdmage ;
(JPEG f||e) _ (JPEG fl|e) [9]
Secrel
watermarking key [10]

Fig. 7. Watermarking syster

patient, the unhappy student and the unhappy instructor”.

REFERENCES

T.M. Lehmann, MO. Guld, C Thies, B.Fischer, K Spitzer, D
Keysers, HNey, M. Kohnen, H Schubert, BB. Wein, “Content
based image retrieval in medical applicationsMethods of
Information in Medicine; Vol 43(4), pp 354361, 2004

C. Le Guillou, XM. Cauvin, B. Solaiman, M. Robaszkiewicz, C.
Roux, “Information Processing in Upper Digestive Endoscapy”
Proc. IEEE Int. Conf. ITAB, USA, pp. 183188,2000

? J-M. Cauvin,C. Le Guillou,B. SolaimanM. Robaszkiwicz, P. Le

Beux,C. Roux “Computerassisted diagnosis system in digestive
endoscopy,'in |EEE Trans Inf Technol Biomed, Vol . 7.,pp. 256262
2003

M. Crespi, M. Delvaux, M. Sdpiro, C. Venables, F. Zwiebel,
“Minimal standard terminology for a computerizexddoscopic
databasé&, American Journal of Gastroenterology, vol. 91, pp. 191
216,1996

G. Coatrieux, H. Maitre, B. Sankur, Y. Rolland, R. Collorec,
"Relevance of Watermarking in Medical Imaging,"Rroc. |IEEE Int.
Conf. ITAB, USA, pp. 256255, 2000

G. Coatrieux, M. Lamard, W. Daccache, J. Puentes, C. Réupw
distorsion and reversible watermark: Application to angiographic
images of the retinajh Proc. Int. Conf. of the IEEE-EMBS, pp.
22242227, 2005

C. Le Guillou, JM. Cauvin, B. Solaiman, M. Robaszkiewicz, C.
Roux, “From endoscopic imaging and knowledge to semantic formal
images’ LNCS, to be published2006

C. De Vleeschower, J3.F. Delaigle, B. Macq,Circular irterpretation
of bijective transformations in lossless waternragkfor media asset
management’in |EEE Transactions on Multimedia, Vol. 51), pp.
97-105,2003

R.L. Rivest, A. Shamir, and L.M. Adleman, “A Method for Obtaining
Digital Signature and Publikey Qryptosystem’ in Communications

of the ACM, Vol. 21(2), pp. 120126, 1978

G. Coatrieux, J. Puentes, L. Lecornu, C. Cheze Le Rest,00x,R
“Compliant secured specialized electronic patient requadform”,
Proc. of D2H2, to be published2006



