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Abstract. Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data manages the risks in the
processing of personal data in four steps. It provides notably that data processing
presenting specific risks must be subject to prior checking beforehand. The paper
investigates the theory of risks in Directive 95/46/EC, together with the criteria
allowing to recognize those specific risks. Finally, the paper describes the
consequences of such specific risks on the data processing.
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INTRODUCTION

1. The introduction of GRID technologies in healthcare arouses numerous legal
questions [1]. Among these, one is to know whether the use of HealthGRID
technologies could induce specific risks to the rights and freedoms of the data subject
concerned by the underlying processing of personal data. Indeed, European Directive
95/46/EC imposes the prior checking of personal data processing presenting such
specific risks. This legal issue is relatively important but should be serenely debated.
This contribution aims to identify the criteria allowing to recognize these specific risks
when using GRID technologies in healthcare.

1. The “Theory of Risks” in Directive 95/46/EC

2. European Directive 95/46/EC on the protection of individuals with regard to the
processing of personal data and on the free movement of such data [2] pursues a double
objective when harmonizing the national legislations of the European Member States.
It aims to allow for the free movement of personal data, asserted as necessary to the
creation and the operating of the Common Market [3], and to ensure the respect of the
rights and freedoms of the natural persons (individuals) concerned by the personal data
[4]. The natural persons’ rights and freedoms include their right to control in some way
their personal data.

In order to remove the obstacles to the free movement of personal data in the Common
Market, it is of prime importance to harmonize national legislations, so that all Member
States offer an equal but high level of protection towards the rights and freedoms of the



persons regarding the processing of their personal data [5]. After such harmonization,
the Member States may not prevent anymore the free movement of personal data for
reasons relative to the protection of natural persons’ rights and freedoms, these
including the right to respect for private life. As the harmonization is limited in its
material scope, the Member States may restrict the free movement of personal data for
other reasons than those relative to the protection of natural persons’ rights and
freedoms [6] — without prejudicing the application of articles 95.8 and 95.10 of the
Treaty creating the European Community or of any other rules opposing any restriction
to the free movement of personal data within Member States or the Common Market.

3. In order to establish this legal framework shared by all European Member States
(although relatively incomplete in a sense) regarding the processing of personal data, in
the limits of its legal scope, the Directive results from a quantitative and qualitative
assessment of the risks which the personal data processing may cause to the data
subjects’ rights and freedoms. This assessment has been realized to all levels of the
Directive’s scope. In this measure, the Directive determines its material scope (cf.
Chapter One of the Directive) [7]. It focuses only on situations which require some
protection. The latter implies to estimate the risks for the data subjects’ rights and
freedoms. For example, the Directive only applies to the completely or partially
automated processing [8] of personal data [9] and to the non-automated processing of
personal data figuring or aiming to figure in a filing system [10]. However, the
Directive does not apply to the processing of personal data carried out by a natural
person for exclusively personal or domestic reasons [11]. Furthermore, the Directive
provides the general conditions for the lawfulness of the personal data processing (cf.
Chapter Two of the Directive). It requires the existence of judicial remedies for the
protection of personal data and creates a special liability upon the data controller,
without omitting the question of sanctions in case of infringement of certain rules (cf.
Chapter Three of the Directive). The Directive also rules the transfer of personal data
outside the European Union (cf. Chapter Four of the Directive). Finally, the Directive
addresses the question of the Codes of Conduct (cf. Chapter Five of the Directive) and
establishes special institutions and bodies, such as the national supervisory authorities,
the Working Group on the protection of individuals with regard to the processing of
personal data (cf. Chapter Six of the Directive) and the Committee composed of the
Member State Representatives concerning community implementing measures
(Committee 31) (cf. Chapter Seven of the Directive).

4. Considered in a global approach, Directive 95/46/EC manages the risks presented
by the processing of personal data by means of four steps [12]. In a first step, the
Directive poses the legal framework applicable to any processing of personal data
(including sensitive data [13]). In a second step, the Directive provides special rules to
legitimate the processing of sensitive data. It goes without saying that the legal
framework developed in the first step applies in addition to the processing of sensitive
data. In a third step, the Directive imposes special rules to the processing of personal
data presenting specific risks to the data subjects’ rights and freedoms. This third
approach must also be added to the two previous ones. It is not exclusive of their
application for the rest of the data processing. In the fourth and last step, the Directive
rules the transfers of personal data outside the European Union.



2. The Management of “Ordinary” Risk in the Processing of Personal Data

5. The risk management for the data subjects’ rights and freedoms relies on a
relatively simple principle: The risk does not depend on the informational content of
the personal data but on the context in which they will be used [14]. In other words, the
risk is linked to the purpose pursued by the processing of personal data. Therefore, the
potential or real threat from the processing of personal data has to be assessed with
regard to the purpose pursued by the data controller. There lies the reason why personal
data are any information relative to an identified or identifiable natural person and not
only information susceptible to reveal the intimacy of data subjects. Hence, all
information, including the more common ones such as a phone number or a number
plate, are personal data as long as they are related to an identified or (reasonably)
identifiable natural person because the use of this kind of information may expose data
subjects to some risks of infringement of their rights and freedoms, including their right
to control in some extent the use of their personal data, with no regard to any specific
informational content of the personal data. The aim of the Directive (the management
of the risks presented by any use of information relative to identified or identifiable
natural persons) explains for the definition of personal data.

3. The Management of “Special Risks” in the Processing of Personal Data

6. However, the principle relative to the risk management in the processing of
personal data is slightly though not completely different with respect to the processing
of “sensitive” data, the latter including medical data. Indeed, it is of common
knowledge that the informational content of sensitive data is already capable to expose
data subjects to some risks of infringement of their rights and freedoms in addition to
the risk resulting from the purpose of their processing. In other words, any operation
realized upon sensitive data inevitably exposes data subjects to risks of infringement of
their rights and freedoms [14]. That is the reason why “sensitive” data require a special
protection which has to take into account their informational content as well as the
purpose of their processing.

Accordingly, the Directive bans the processing of “sensitive” data [15] because “data
which are capable by their nature of infringing fundamental freedoms or privacy should
not be processed” [16]. Put otherwise, this ban represents the special protection
adopted by the Directive for “sensitive” data, including medical data. Being prohibited,
the processing of “sensitive” data is no more susceptible to present any risk for the data
subjects’ rights and freedoms. Somehow, this policy aims to minimize the risks
presented by the processing of “sensitive” data.

7. Nevertheless, the Directive provides a number of cases in which the prohibition to
process “sensitive” data does not apply [19]. In these cases, the legitimacy of the
processing of “sensitive” data (their admissibility) is presumed. Indeed, these situations
are of nature to justify derogation to the ban to process “sensitive” data without
prejudice to the other rules applicable to the processing of personal data. Noteworthy,
these exceptions to the prohibition to process “sensitive” data have to be strictly
interpreted. Beyond these exceptions, the processing of “sensitive” data is not allowed.



In each of these exceptions, the risk presented by the processing of “sensitive” data is
presumed to be adequately under control. It must be immediately stressed that these
exceptions do not imply an absence of risk, but balance the interests in presence. This
requires assessing the risks for the data subjects’ rights and freedoms in order to
reasonably appreciate the admissibility of the processing of “sensitive” data [19].

4. The Management of “Specific Risks” in the Processing of Personal Data

8. The Directive fixes the legal framework applicable in all Member States to the
processing of personal data and provides special rules to legitimate the processing of
“sensitive” data. Yet, the Directive considers the situation in which, without prejudice
to this double approach, some processing of personal data may present some specific
risks to the data subjects’ rights and freedoms [17].

9. In 1995, the Directive has indicated that, regarding any processing of personal data
in the society, the cases presenting such specific risks should not be very common [18].
More than ten years later and having in mind the vertiginous evolution of the new
information and communication technologies, it is not clear that such statement be still
valid. By contrast, the number of data processing presenting such specific risks seems
nowadays quite significant, especially in healthcare. Indeed, since 1995 the
technological evolutions have notably permitted the creation of huge telematic
networks linking substantial medical databases and the creation of genetic databases in
national or European or worldwide telematic networks. Should we consider that these
evolutions have increased the number of data processing presenting specific risks for
the data subjects’ rights and freedoms?

10. The Directive provides that the specific risks result from the nature of the data
processing, from its range or from its purposes [17]. For example, the Directive cites
purposes aiming to exclude persons from the benefit of a right, a service or a contract.
These specific risks may also arise from the specific use of a new technology [17]. The
latter reminds inevitably the introduction of GRID technologies in healthcare.

Traditionally, the processing of personal data presenting specific risks are those
pursued by public authorities and concerning the population (as a whole or in part) or
those concerning medical data [20]. Genetic databases and telematic networks in
healthcare are further examples of data processing susceptible to present specific risks
to the data subjects’ rights and freedoms. One should pay attention to the person of the
data controller [21], to the sensitivity of the processed data, to the purposes of the data
processing, to the range of the data processing, to the categories of data subjects and to
the respect of their rights, keeping in mind the transfer of the personal data outside
Europe. In short, one should beware anything that could create specific risks to the data
subjects’ rights and freedoms. But any processing of sensitive data does not necessarily
present specific risks and the processing of “ordinary” personal data should not be a
priori excluded as it may also present specific risks to the data subjects’ rights and
freedoms.

11. Regarding the development of the telematic networks in healthcare, the specific
risks result primarily from the fact that patients’ data may be processed for multiple
purposes. This raises the question whether it is permissible to process medical data for
multiple purposes. This also raises the issue of the prior determination of the precise



and real purposes of the data processing. In addition appears the question of further
data processing. Indeed, the actual trend aims to not determine anymore on a prior and
precise way the purposes of the data processing, but to organize an entire information
system combined with a security system in which the data processing purposes will be
determined later. Put differently, we witness today the creation of information system
with two levels. First, the infrastructure of the information system is created, implying
in some extent the collection and the processing of personal data in a virtual complex
(notably to identify the actors of the information system — mainly the patients and the
health practitioners). Only then, the purposes permitted by the infrastructure are
determined, forgetting that these purposes rely on an initial data processing (the
creation of the first level of the information system (its infrastructure)). Doing so, the
creation of the first level of the information system does not seem to constitute such a
risk to the data subjects’ rights and freedoms even when this first level is at the origin
of the risks. But both the first (the creation of the infrastructure or the network) and
further data processing permitted by the infrastructure of the information system have
to be assessed. And if the security level helps to assess the risks induced by the data
processing, it does not prevent to take into account the other criteria’s to legitimate the
data processing (for both levels of the information system), especially when the
processing concerns sensitive data such as medical data or genetic data.

These new information systems are part of a structural policy aiming at building
telematic networks in healthcare. They also indicate the transition from a vertical
conception of eHealth to a new conception which is, in a first step, abstract, horizontal
and transversal (the infrastructure of the information system) and which, in a second
step, becomes vertical and real (the applications - eHealth products and services - using
the infrastructure). The mere existence of these new telematic infrastructures in
healthcare enables to share scientific databases but implies the identification of the
practitioners and patients through special registries, etc. Eventually, these telematic
networks will deeply modify the organisation of the public health systems and all
actors in healthcare will be concerned and involved: practitioners, patients, institutions
and bodies in healthcare and social security, medical laboratories, etc.

But once again, these new information systems differ in their permanency, irrespective
of their future applications. Hence, the opportunity to create these infrastructures is no
more evaluated regarding their precise and real purposes. Their opportunity is assessed
in an abstract way with respect to some categories of purposes whose precise and real
content will be determined later. This constitutes a deep change in the required
precision and reality to evaluate the purposes pursued by the creation of the telematic
infrastructure and its future exploitation.

These new information systems with multiple levels and purposes pose problems
regarding the fairness of the data processing since the latter requires to respect the
precise and real purposes announced at the beginning of the data processing. It also
poses problems with respect to the duty to properly inform the data subject. Indeed, the
multiple ramifications of the information system are not transparent, regarding both the
technical level as well as the purposes of the data processing (“black box” issue).

However, it must be said that the new information and communication technologies are
able to address properly all these issues.



5. Consequences of the presence of « Specific Risks » in the Processing of Personal
Data

12. Member States have a duty to identify the processing of personal data likely to
present specific risks to the data subjects’ rights and freedoms and to take appropriate
measures to ensure the prior checking of the processing of personal data before their
starting [22].

The fact that medical data are already subject to special rules due to their sensitive
nature does not exclude them from the scope of additional rules relative to data
processing presenting specific risks. In other words, the processing of medical data
presenting specific risks for the data subjects’ rights and freedoms has to be checked
prior its beginning. However, any medical data processing does not automatically
present specific risks. And processing of “ordinary” personal data may also arouse
specific risks.

13. The prior checking of data processing presenting specific risks may occur in four
different ways.

Firstly, the prior checking may be carried out by the national supervisory authority
following receipt of the notification from the data controller [23]. The national
supervisory authority may, according to the applicable national law, issue an opinion or
authorize the data processing [24].

Secondly, the prior checking may be carried out by the data protection official [26]. In
case of doubt the latter has to consult the national supervisory authority [23]. With
respect to this, the Directive indicates that the data protection official will proceed in
cooperation with the national supervisory authority [24].

Thirdly, the Directive provides that Member States may carry out the prior checking in
the context of the preparation of a measure of the national parliament, which defines
the nature of the data processing and lies down appropriate safeguards [25].

Fourthly, Member States may also carry out to this prior checking in the context of the
preparation of a measure based on a legislative measure, which defines the nature of
the data processing and lies down appropriate safeguards [25].

6. “Specific Risks” in the Processing of Personal Data and the use of HealthGRID
technologies

14. It is now possible to know whether the use of HealthGRID technologies may
induce “specific risks” with regard to data protection. This question is exclusively
focused on the use of such technologies and not on the outlines of its implementation
project. What could lead to the conclusion that the use of HealthGRID technologies
may induce such specific risks?

a. The HealthGRID technologies phenomenal storage capacities are of nature to
cause specific risks with regard to data protection. In this case, specific risks may result
from the storage of important amount of personal data. More stored data mean more
risks. Naturally, the risk is greater in the presence of sensitive data.



b. The extraordinary capacities of HealthGRID technologies to process huge amount
of personal data widely disseminated may also open the door to specific risks with
regard to data protection. More operations upon personal data mean more risks. Again,
the risk is greater in the case of sensitive data.

c. The size of the HealthGRID information system has to be considered, including its
inscription in a broad European or international network: the larger, the riskier.

d. A specific risk could result from the data subjects’ instrumentalization as they
could appear more as informational sources than as patients. It could also lead to
discriminations in the provision of healthcare or medicines or treatment or diagnosis.

e. The duration of the HealthGRID information system could also create specific
risks to data protection (the “eternity effect”).

f. The use of HealthGRID technologies by public authorities or bodies should be
considered as inducing specific risks towards data protection.

g. |If the exercise of data subjects’ rights is more difficult due to the use of
HealthGRID technologies, it should be recognized as a specific risk to data protection.

h. Generally, the use of GRID technologies implies the transfer of personal data
outside Europe. The complexity of this kind of information system could lead to
acknowledge the presence of specific risks towards data protection.

These criteria may naturally be combined, increasing therefore the risks for data
subjects’ rights and freedoms.

When considering the specific risks that may occur with the introduction of
HealthGRID technologies in healthcare, one should not forget to take into account the
benefits of its use. Again, it must be stressed that the new information and
communication technologies could help to address these issues.

CONCLUSIONS

15. The risk management in the processing of personal data is deployed in four steps.
Firstly, risks are assessed regarding the purposes of the data processing and not
regarding the informational content of the processed personal data. Secondly, this
principle is slightly though not completely different for sensitive data. For them, risks
are assessed regarding their informational content as well as the purposes of their
processing. Thirdly, data processing presenting specific risks for data subjects’ rights
and freedoms must be subject to a prior checking beforehand. The checking may take
place in four different ways. Fourthly, transfers of personal data outside Europe are
ruled by special rules. Due to some of its characteristics, the use of HealthGRID
technologies in healthcare could induce specific risks with regard to data protection.
This issue should be carefully monitored by the data controller as well as by the
national supervisory authorities. In these situations, it seems more than appropriate to
appoint a personal data protection official, to the benefit of everyone in terms of
legitimacy, transparency, data subjects’ rights and freedoms, confidentiality, security
and efficiency. Finally, the presence of these specific risks should not prevent the use
of Grid Technologies in Healthcare notably due to their potential but extraordinary
benefits for knowledge and healthcare. It should only induce the adoption of



appropriate measures as previously described in order to ensure the respect of data
subjects’ rights and freedoms to which the entire HealthGrid Community is deeply

committed.
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