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Abstract— Two distinct approaches to smart home design, 

namely Distributed Direct Sensing (DDS) and Infrastructure 

Mediated Sensing (IMS), have distinguishing features and 

implications resulting from their implementation. These two 

distinct smart home approaches have not been directly 

compared pertaining to their technical performance or their 

acceptance by the end users. It is also unclear what the 

perceived privacy and obtrusiveness concerns are when it 

comes to the implementation of these two different approaches 

in homes. The study presented here aimed to evaluate 

acceptance of these two sensing approaches by older adults and 

assess the perceived privacy and obtrusiveness concerns and 

ultimately define their social implications. 

  

I. INTRODUCTION 

wo distinct approaches to smart home design, namely 

Distributed Direct Sensing (DDS) and Infrastructure 

Mediated Sensing (IMS), have distinguishing features and 

operate under different assumptions and infrastructure. DDS 

involves the installation of a new sensing infrastructure into 

the home with the purpose of sensing the presence, motion, 

or activities of its residents through sensors that are 

physically located throughout the home. As is typically the 

case with DDS systems, several sensors are installed in the 

residence and an associated sensor network is implemented 

to transfer the sensor data to a centralized monitoring system 

in order for the datasets resulting from different sensors to 

be merged and processed to allow for activity inference. 

With IMS systems, on the other hand, it is the existing home 

infrastructure, such as the plumbing or electrical systems, 

that is used to mediate the transduction of events as 

infrastructure activity is used as a proxy for a human 

activity. The argument for IMS is that it has the potential to 

reduce the installation and maintenance barriers and 

therefore, lead to more widely spread adoption as a more 

cost-effective solution when compared to the cost of 

implementing and maintaining the activity sensing 

infrastructure. However, the two distinct smart home 

approaches have not been directly compared pertaining to 

their technical performance or their acceptance by the end 

users. It is also unclear what the perceived privacy and 
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obtrusiveness concerns are when it comes to the 

implementation of these two different approaches in homes. 

This study aims to assess older adults’ and their 

caregivers’/ family members’ perceptions of the two sensing 

approaches and their privacy considerations associated with 

specific smart home examples. Furthermore, we discuss 

social implications of these distinct sensing approaches. 

II. BACKGROUND 

When exploring acceptance of smart home technology, 

prior work on technology acceptance and privacy 

consideration can inform the emerging issues. Models that 

predict adoption or inform design of technology contribute 

to a useful framework to guide the design and evaluation of 

smart home technologies.  The Technology Adoption Model 

(TAM) [1] includes two central concepts: usefulness (in 

achieving personal goals), the primary determinant of 

adoption and use of a technology; and ease of use or 

usability, the secondary determinant.  Since smart home 

technologies do not in principle require operation by 

residents, the ease of use determinant does not apply. Value 

Sensitive Design (VSD) [2] is a theoretically grounded 

approach to design and goes beyond the goal orientation of 

usefulness.  It stresses the importance of addressing human 

values in design, especially those of ethical import.  VSD is 

an approach to design not a comprehensive typology of 

human values important in design (though important ones 

are identified). These models comprise a framework for 

smart home development in which the following 

considerations are central to adoption and sustained use 

these technologies: end-user perceptions of usefulness in 

achieving critical goals and protecting human values that are 

especially salient in the home environment.   

 Preliminary questions that have bearing on the potential 

usefulness of smart home technologies include those about 

validity and reliability.  Testing must empirically establish 

that given smart home sensors reliably “pick up” pertinent 

data that accurately represent what they purport to measure 

(e.g., activity level, sleep quality).  Usefulness will 

ultimately be determined by end users, their families, and 

health care providers.  Criteria will include how well this 

approach is perceived (and ultimately found) to support 

independence and health-related quality of life.    

Five values, along with attributes, issues, or other values 

they subsume, are identified from the literature as especially 

important to the design and development of smart homes: 
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privacy [3-8]; autonomy [6-8]; independence [8]; social 

contact or interaction [9]; and responsibility [8].  The 

interrelations of these values as applied are also identified. 

A. Privacy 

 Privacy is protected when a person “determine[s] what 

information about himself or herself can be communicated 

to others. [5]” Included are privacy of information, such as 

personal health data, and privacy of the home environment, 

where information that is not relevant to the purpose of 

smart homes may be accessible [10].  Smart homes must 

develop to minimize capture of “irrelevant” information in 

the home, and assure that the storage and transmission of it 

to providers and family is secure [11]. The professional 

obligation of confidentiality helps to contain privacy 

concerns.  In addition to the home environment, physical 

privacy includes freedom from unwanted contact with, or 

surveillance by, other people [12].   

 The importance of independence in the context of smart 

homes is described in the literature in terms of avoiding 

unnecessary dependence.  There is potential for residents to 

become overly reliant on such technologies [8].  A 

technology may enable a task that is otherwise difficult for a 

user with functional limitations and become essential to the 

extent that he or she will not attempt the task without this 

assistance.  Automating everyday tasks may result in making 

some residents less active, physically and possibly even 

mentally. Moreover, any negative feelings of dependence 

will likely be stronger in the home setting, “one’s defining 

place [13].”  The challenge for designers of smart homes is 

to create a system that “adds ability without removing status 

[14].”  Thus, technology should not minimize but rather 

enhance independence [15].   

 In summary, the successful diffusion of smart home 

technologies depends to a great extent on end users’ 

acceptance of both the concept of smart home monitoring 

and the specific implementation features and how these 

affect daily living. It is therefore important to explore end 

users’ perceptions and acceptance of the distinct sensing 

approaches (DDS vs IMS) when discussing the benefits and 

challenges of each mode. 

B. Obtrusiveness 

While literature on elder home monitoring technologies 

recommends that systems be designed to minimize their 

obtrusiveness [16, 17], this concept is neither explicitly 

defined nor consistently used. For example, Suzuki et al. use 

“non-intrusive” to emphasize that people do not have to 

operate a system [18], Lymberis and Olson used the term 

“non-obtrusive” to refer to miniaturization of monitoring 

devices in intelligent biomedical clothing [19], Ling et al. 

describe a minimal contact oxygen delivery system as “non-

obtrusive” because it does not contact the face and is 

odorless [20], and Suzuki et al. selected sensors for an 

automatic remote health monitoring system based on their 

“ease of installation and unobtrusiveness” [21]. Conversely, 

Abascal and Nicolle review similar systems and emphasize 

that these technologies are “very intrusive and must only be 

used with the permission of the user” [11]. We have in 

previous work developed a theoretical framework for the 

assessment of obtrusiveness based on defining obtrusiveness 

as a summary evaluation by a person based on 

characteristics or effects associated with the technology that 

are perceived as undesirable and physically and/or 

psychologically prominent [10]. Within this definition, there 

are three underlying assumptions: 1) obtrusiveness is a 

summary evaluation that may be based on the cumulative 

obtrusiveness of a number of characteristics or effects 

associated with the technology or on one characteristic or 

effect that is especially important or prominent to a person; 

2) the obtrusiveness of a given technology is subjectively 

assigned by each person; 3) this includes not only the elder, 

but also any other people in the home and family or friends 

who act as caregivers and may utilize the information 

generated by a system. Based on a review of the literature, 

the developed framework proposes twenty-two categories, 

grouped into eight dimensions, of perceived intrusiveness in 

home monitoring technology. The categories of 

obtrusiveness range from what some may consider 

inconveniences (e.g., minor interference with daily 

activities) to potentially deeper concerns (e.g., that a system 

may be perceived as a symbol of an elder’s loss of 

independence). Furthermore, the proposed framework was 

empirically validated with a series of interviews and focus 

groups with elders in independent retirement communities 

and nursing homes, including both settings that utilize 

assistive technologies and/or “smart home” features and 

traditional settings that do not. A qualitative analysis 

confirmed the identified categories and the overall 

dimensions of obtrusiveness (physical, usability, privacy, 

function, human interaction, self-concept, routine, and 

sustainability) [22].  

III. METHODS 

We interviewed community dwelling older adults and 

their informal caregivers/ family members using this 

obtrusiveness framework to assess how the distinct features 

of the two sensing approaches (DDS vs IMS) affect end 

users’ perceptions.  Interview sessions were audio-taped and 

transcribed for qualitative analysis. The content analysis 

identified themes that will highlight participant evaluations 

of obtrusiveness and potentially inform the research team of 

any necessary adjustments in our approach. During the 

interviews videotapes of smart home projects designed 

based on these distinct approaches were presented to the 

participants. 

The interview guide instrument pertaining to privacy 

specifically, was a semi-structured series of questions to 

guide the interviewer.   The questions focused on the 

subjects’ initial impression of the sensing system and the 

extent to which this monitoring is perceived as in violation 
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of subject’s privacy. Furthermore, in order to explore 

subjects’ preferences on system characteristics, we 

integrated descriptive cues based on the Bellotti and Sellen 

framework [23] for describing privacy issues in media 

spaces. This framework includes four dimensions that play a 

role in privacy perceptions, namely: capture (when and what 

information gets recorded), construction (what happens to 

the information once it gets recorded), access (who has 

access to the information) and purposes (how will the 

information be used). Capture refers to the data type and 

how recognizable a person’s identity, environment or 

activity is within a captured image or dataset. Examples of 

different applications and resulting datasets (including 

numeric datasets, video sequences, still images) were 

discussed to examine how this dimension may or may not 

affect overall privacy concerns. 

A content analysis was performed on the interview 

transcripts and data codes and themes were inductively 

generated. We used two levels of coding: the individual text 

line (open coding) and the clustering of ideas or themes 

(axial coding) [24].  

 

IV. RESULTS 

We interviewed 20 older adults and 14 family members, 

friends, spouses or others who assumed an informal 

caregiving role. Average age of older adults was 74.5 years 

and that of caregivers was 47.8 years.  

 Most older adults stated that the indirectness of using a 

home’s existing utility infrastructure (IMS) provides 

important benefits with regard to privacy when compared to 

approaches that propose cameras, sensors or microphones 

within the living space (DDS) as they seem less obvious to 

visitors and are not clearly visible as constant reminders of 

one’s own frailty. In this context, participants commented on 

the issue of stigma, namely the fact that many DDS 

applications, whether installed in the home or even wearable 

by the residents, may label them as in need of special 

assistance. As such, DDS systems may indeed introduce 

more privacy concerns.  

On the other hand, several participants felt that DDS 

applications may be able to provide greater detail in terms of 

the actual activities or circumstances and would not mind 

their visibility if they served a needed purpose. This is in 

accordance with recent work that indicates that older adults 

are often willing to compromise certain levels of privacy to 

gain support in remaining independent [25]. This type of 

conditional reasoning determines in many cases the 

acceptance of privacy invasive technologies, where a device 

that may be considered to be intrusive, is likely to be 

accepted if it is viewed as necessary to support a need [7].  

Caregivers seemed to favor DDS applications because of 

the detailed information it may provide on actual activities 

in the home. Older adults on the other hand seemed to find 

greater value in IMS systems where the sensors were part of 

the residential infrastructure rather than additional entities 

that were installed for the purposes of monitoring. As one 

respondent said, an IMS system “would measure things that 

happen with the utilities, not necessarily focus on me and 

whether I do things right, this is OK with me, it doesn’t feel 

like big brother at all….” Several respondents felt they 

would welcome either approach if it were widely installed in 

independent retirement communities or assisted living 

facilities. 

Overall, both older adults and their caregivers were 

accepting of sensing technologies and found great value in 

systems that assist with monitoring and detecting 

emergencies or allow for early interventions. Specific 

features such as video, wearable visible sensors and 

reminder systems were perceived as more intrusive and in 

most cases were not rated as acceptable.  

Access to resulting datasets was also addressed by 

participants. Older adults stated that they would like their 

loved ones and their health care providers to have access to 

information resulting from a sensing system but did 

emphasize a concern that the data sets may be accessible to 

unauthorized third parties. Family members saw great value 

in systems that could provide them with daily information 

about their loved ones, especially in cases where they were 

separated by them by large geographic distance and they 

identified themselves as distant caregivers. In that context, 

caregivers found that such systems could empower them and 

allow them to be more actively involved in the care for and 

life of their loved one. 

V. CONCLUSION 

Privacy is the most commonly raised criticism of 

ubiquitous computing [26]. The concrete definition of 

“privacy” is a challenge [27], as it is important to recognize 

that privacy is affected by market, social, legal, and 

technical forces [28]. As we compare the two distinct 

approaches to smart home systems (DDS vs IMS) we 

believe it is important that home activity sensing systems 

provide appropriate considerations for the privacy of people 

living in a home where activities are sensed. The design and 

implementation of smart home approaches need to be 

informed by the actual needs and concerns of their target 

audience and after consideration of both its social 

implications and potential unintended consequences. 
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