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Abstract

Integrating extramural measured devices data into medical
information systems is becoming more and more attractive for
integrated medical care. A lot of devices already have the
ability to transfer measured data to mobile devices or com-
puters and a few systems offer submitting data to a centralized
information database or information system. Unfortunately,
all of these devices use proprietary protocols and processes
which makes integration into other systems a major problem.
To address this problem the Healthy Interoperability project
has been created with the objective of creating a framework
for transferring health data based on international standards.
The paper outlines how the framework architecture takes full
advantage from the definitions of the international standards
1SO 11073, HL7, IHE and CEN 13606. Even the definition of
the user profiles and the security framework is based on stan-
dards from ETSI, ISO and CEN. By using these standards the
framework can also perfectly be used for intramural commu-
nication.
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Introduction

Integrating extramural measured devices data into medical
information systems is becoming more and more attractive for
integrated medical care. Existing and new upcoming devices
offer a big variety of possible use cases ranging from monitor-
ing and alerting up to observing the own health status by us-
ing personal health devices. Using such device data is as use-
ful for observing chronic disease parameters as for prevention.
A lot of these devices have the ability to transfer measured
data to mobile devices, mobile phones or personal computers
and it would be very valuable to submit the data to health pro-
vider information systems or to integrate it into an electronic
health record or a personal health record. At the moment there
are only a few companies and systems that offer transmission
of data to a centralized information database or information
system. Unfortunately, device connectivity to enterprise ser-
vices is however currently very proprietary and all of these

systems use proprietary protocols and processes which makes
integration into other systems a major problem. To address
this problem the Healthy Interoperability project has been
started in January 2009 with the objective to overcome the
problem of non interoperable interfaces by designing and de-
veloping a communication framework that is solely based on
international standards and thus enables technical and seman-
tic interoperability. This framework shall also facilitate access
to the many different types of available data and provides this
data to intelligent personal services.

Materials and Methods

System Architecture

In addition to the main goals of the project some further re-
quirements were defined to be considered in the first phase of
the project.

e Sensors and devices should be capable of being inte-
grated into the framework on a plug & play basis
which means, that no specific setup has to be done be
the user to start communication.

e The framework shall be very flexible and allow easy
extension of functionality by integrating new software
modules with a plugin concept.

Figure 1 outlines the systems components and architecture.
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Figure 1- System overview
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The framework has a modular architecture that enables a lot
of different configurations and therefore the functionality of
the system depend on the modules used in a specific configu-
ration.

International standards and standard based framework

During the first six month of the project a lot of international
standards have been evaluated to be used in the framework.
The following standards have been chosen to be implemented
in the framework modules:

o ISO/IEEE 11073 [4]: defines device communication
and information exchange on a plug & play basis. Core
part of the concept is an agent — manager communica-
tion where the device is the agent.

e HL7: the HL7 definitions of both message based stan-
dards are used in the project. The Version 2 messaging
as part of the IHE profile definitions and the CDA spe-
cification (part of V3) for generating medical docu-
ments on a XML basis. The HL7 “Personal Healthcare
Monitoring Report (PHMR)” implementation guide is
used to convert device data to a CDA document.

e [IHE: To integrate patient care devices into medical da-
ta flows IHE defined the “Patient Care Device Techni-
cal Framework” [6] with the DEC profile. In principle
this definition fits well to the requirements of the
“Healthy Interoperability” project but it had been de-
veloped for intramural processes. Nevertheless the pro-
files are implemented and the upcoming problems will
be dealt with. But using the DEC profile means a lot of
other profiles get involved — Figure 2 gives an over-
view of needed IHE profiles.
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Figure 2- IHE profiles needed (without XDS)

Furthermore, the XDS profile definition of the IT
Technical Framework is used to implement a document
consumer module for the framework to integrate data
into an IHE based EHR.

e CEN 13606 [3]: has been evaluated for defining do-
main models and flexible data structures. This standard
really has high potential but as it is not part of the defi-

nitions of any other international framework (e.g. IHE)
the usage in the project has to be further evaluated.

e Continua Alliance: the open industry coalition focuses
their work to personal health (fitness, wellness), chron-
ic diseases and solutions for aging population. They
published the “Continua Design Guideline” which de-
fines the basic conditions for device data communica-
tion (the guideline is based on ISO/IEEE 11073 and
PHMR). They also offer a certification process for de-
vices and systems.

Results

Device communication

Based on the ISO/IEEE 11073 basic and profile definitions
device communications for three different devices has been
set up and tested so far: a pulse oximeter (Nonin, USB based),
a data logger (Bluetooth based) and a clinical thermometer
(see next paragraph). Overall five device profiles for different
device classes and the central 11073 manager module were
implemented. The manager is already being able to integrate
devices and start communication on a plug&play basis. At the
moment the manager runs on mobile devices with Windows
Mobile operating systems but because of the Java implemen-
tation it can be easily ported to any other system.

Clinical thermometer device

For testing purposes and to demonstrate the usage of the
framework for intramural setups a hardware prototype for a
clinical thermometer was developed (Figure 3) and the soft-
ware for ISO 11073 conformant communications was imple-
mented on the used microprocessor. The device has a RFID
module to identify a patient via a RFID wrist band and it
communicated with the manager via Bluetooth. At a further
project stage the RFID identifier will be used to query demo-
graphic data from the HIS or any other system and the device
displays the name of the patient the device display.

Figure 3- prototype of a clinical thermometer

Module architecture

After conception phase the module structure for the frame-
work was defined and the basic modules to be implemented
first were selected - Figure 4 shows the architecture and the
modules. The core of the system is called “controller” a mod-
ule which manages all the other modules and applications that
are plugged into the framework.
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Figure 4-Module architecture

A module can be added easily by simply providing a java li-

brary file at a specific location. The controller mentions the

new application and integrates it into the framework. At a

second step each module has to register itself at the controller
and as a part of the negotiation process the new module de-

fines the type of data it can provide (write) or it wants to have
(read). The controller administrates all the modules and man-

ages a common data container. This container can be filled by
different modules and can be accessed by others. The control-
ler takes care of the data request done by all modules and noti-
fies a module as soon as all requested data is available by re-
leasing an event. This means that for instance a module needs
data that can only be served by two other modules (e.g. a
CDA Module needs data from the device and from a demo-
graphic query). Using this plug and play interface also third
party modules can easily be integrated without any change of
the framework.

All of the 11073 based modules (on the left side of Figure 4)
have already been implemented. Also development of the log
and archive modules was finished. The archive model writes
the data into the object oriented Cache database. The HL7 and
THE modules are currently under development.

Standard based controller data container

The controller holds one or more data container, which are
used for data exchange of the modules. The design of this
container is also based on the selected standards. The con-
tainer can hold ISO 11073 structured data (also raw data is
provided for compatibility issues), HL7 data, a CEN 13606
EHR-Extract or any other data structure. The demographic
data is currently designed to be stored in the HL7 RIM model.
Figure 5 shows an UML overview of the container. Access to
data is controlled by the controller.

Use case analysis

In parallel to the technical development the analysis of possi-
ble use cases and the related processes, which started at the
beginning of the project, is continued. Among others this in-
cludes scenarios for patient to doctor communication, chronic
diseases but also intramural use cases (see clinical thermome-
ter). The results of this analysis project and the documentation
will be published by ISO as part of an official ISO.
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Figure 5-UML Model of the data container

Discussion

Continua Alliance

The Continua Alliance, their definitions and their certification
process gets more and more attention as the interest in de-
vices, which support data transmission to mobiles or PCs,
Srows.

Especially the market for consumer devices and devices sup-
porting ambient assistant living (AAL) is growing. Especially
for AAL the communication based on an international stan-
dard is a very important issue because it enabled interoperable
systems and that massively reduces costs. But therefore the
availability of Continue certified devices gets more and more
into the focus. At the moment there are only a few certified
device classes on the market, but according to Continua in
January 2010 a lot of compatible devices should come to the
market.

ISO 11073 reverse channel

At the moment the ISO 11073 agent — manager communica-
tion is mainly unidirectional, which means the device is send-
ing data. The only exemption is that some devices can get
configuration parameters from the manager. In some cases
(e.g. the clinical thermometer) this seems to be too limiting,
because sometimes the reverse channel should be usable for
data transfer (e.g. clinical thermometer: questioning the pa-
tients name to be displayed on the device).
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Remote configuration

It seems to make sense that a doctor who is monitoring a pa-
tient’s data should be able to change the configuration of the
monitoring device. But this raises a lot of problems especially
in regard to security because it has to be ensured that a spe-
cific configuration really was entered by a doctor and that it is
not a fake. This also has a lot of legal aspects. Therefore at the
moment the communication is only unidirectional.

Security

As the Healthy Interoperability frameworks handles medical
data special security and data protection definition has to be
applied and sufficiently addressed. End to end encryption
would be nice to have but fails because of current technical
limitations, such as key distribution or using electronic certifi-
cates on medical devices. Hence also the security requirement
of non repudiation is still vacant.

For securing the communication route from the mobile to the
health provider information system currently the ISO/TR
11636:2008 about “On-Demand VPN” is evaluated.

Also the process for assigning a device to a patient is still not
satisfactorily solved. The assignment still requires manual
interaction. To optimize the assignment process or find a auto-
mated reliable solution will be part of future work in the next
month.

Profiles

The behavior of such a system depends on the situation when
and where it is used. So the system has to provide different
profiles. Profiles can have different categories, for example
“communication profiles” which control the data transmission
channel or “situation profiles” like “at home” or “at restau-
rant” which for example controls the audio response of the
systems. Profiles can be active or not and usually more than
one profile is active.

Pilots

For the next year two pilot installations are planned to demon-
strate the operation of the system. First pilot will be patient
monitoring in the home care area. The pilot addresses older
people at the age of 70+ who are currently served by a care
organization. The pilot aims to monitor health parameter on-
line and on a second step implement a kind of alarm manage-
ment for abnormal data.

The second pilot will address self management of oral coagu-
lation. Concerned people get a device for home and self meas-
ured device data is transferred to a server where a medical
attendant periodically validates the values.
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