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Abstract  

Healthcare applications that have access control, disclosure 
management and or privacy enforcement requirements may 
implement the respective solutions to these issues at the appli-
cation level or at the database level or in both. Unfortunately, 
there are technical and non-technical factors that influence 
what can be done. In this paper we present a flexible, simple 
and novel approach to seamlessly imbuing current healthcare 
applications and their supporting infrastructure with security 
and privacy functionality, while being cognizant of these fac-
tors. This approach is called the Chain method. This paper 
will highlight the smaller design footprint, the increased ease 
of implementation and use of the Chain method, while demon-
strating that it is as powerful and effective as traditional me-
thods.  
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Introduction  

Globally, healthcare companies are increasing under pressure 
to provide technology, which delivers a core functionality, e.g. 
practice management, X-ray scanning, etc., and protects the 
sensitive information locked in their systems. Currently, a lot 
of healthcare vendors have significant investment in their ex-
isting product offerings, which tend to be developed with older 
technical building blocks and does not support the current so-
cial, legislative and technical requirements for privacy protec-
tion in medical systems.  

The first step in enabling current healthcare vendors to aug-
ment their systems to address the current market demands, is 
the provision of non-intrusive technology that allows them to 
seamlessly handle arbitrary permissions. Unfortunately, these 
permissions are varied; ranging from storage access rights to 
“execute” rights for methods of individual classes. The focus 
of this paper is on the specification and enforcement of access 
rights to shared data resources, such as Electronic Medical 
Records (EMRs) and Personal Health Records (PHRs). We 
introduce novel technology – the Chain method [1] – which 

enables easy and non-intrusive definition and adherence to 
easily understood privacy rules. 

Methods 

Our methodology involved designing the information flow for 
the healthcare environment of our partner – the Kuwait Hospi-
tal, then implementing the Chain method behind a healthcare 
application at Kuwait Hospital. We then evaluated the tech-
nique against comparable technologies in the field. 

What is the Chain Method? 

The Chain Method [1] (hereafter referred to as Chains or 
Chain) is a new and novel paradigm for specifying and enforc-
ing access controls on both applications and data; by formaliz-
ing the stakeholders, the acts that they perform and the entities 
that they act on. The intuition is that in modeling the actors, 
entities and their interactions (i.e. the private information han-
dling model), one gets a more realistic view of the system’s 
workflow.  This model is then refined into a permissions ma-
trix and then sent to an enforcement mechanism. 

At the conceptual privacy level, Chains allow for the transfor-
mation from purpose-based systems into systems built on 
chains of limited acts. This is highly desirable because con-
temporary privacy research has lighted the fact that specifying 
or deriving purposes in the real world is a difficult problem 
[2]. A natural consequence of using Chains is that the ap-
proach doesn’t need a huge number of purposes and doesn't 
potentially hide important user information from authorized 
users.  

As briefly mentioned previously, the Chain method enables the 
simplification of the mapping/translation process from user 
actions to low-level implementation-level mechanisms.  
Chains leverage concepts from Role-Based Access Control 
(RBAC) [3, 4], where users have assigned roles and access 
purpose permissions are granted to roles associated with tasks 
or functionalities, not directly to individual users. In traditional 
RBAC, supporting dynamic changes in purposes may involve 
the assignment of a role to attributes with hierarchy inheritance 
characteristics, which allows an access purpose to be assigned 
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to a specific subset of users in the same role. In the Chain 
method, roles are assigned to acts.   

 
Figure 1-Personal Information Flow Model  

The Chain method assumes that each purpose, i.e. conceptual 
task or function, can be translated to a series of actions (i.e. 
chain of acts) on personal information.  The implicit assump-
tion in the Chains is that any piece of personal information 
does not need more than a limited number of acts to be dealt 
with, such as creating, storing, processing and disclosing. This 
limited set can be used to design a lightweight and durable 
database that could safeguard personal information privacy 
[1]. The Personal Information Flow Model (PIFM) is a repre-
sentation of the movement of information and the actions 
taken. The basic PIFM (Figure 1) consists of informational 
privacy entities and processes and is divided into a limited set 
of discrete actions. New personal information may be created 
at one or more points, e.g. P1, P2, and P3 in Figure 1, by pro-
prietors or non-proprietors. The created information is used 
either at P4 (e.g. a decision for surgery needs to be made), P5 
(e.g. receptionist stores patient information), or P6, where it is 
immediately disclosed (e.g. a physician explains to the patient 
his health case). Processing involves analysis and use of the 
personal information, e.g. mining for adverse drug reactions, 
longitudinal diagnostic analysis for rare conditions, etc.  

Prototype 

This work is the first practical instance of the Chain method. 
Using the concept of the Personal Information Flow Model, 
we built a system that involves the data owner, i.e. proprie-
tor/patient, and healthcare entities and practitioners, i.e. doc-
tors, nurses, clinics, hospitals (Figure 3). 

Each of the labeled arrows represents specific actions that can 
be taken. In constructing the PFIM, we had to define a health-
care ontology (Figure 3) and integrate it with the (industry-
agnostic) Chain method.  

The classification that the ontology provides defined the mean-
ing of each act. It also enabled the adjudication of the decision 

concerning the chain that a particular act should be added to. 
Finally, we specified the users that could access a particular 
chain or set of chains.  The prototype is shown in Figure 4. 

The ontology (Figure 3) was used by distributed semantic 
agents whose job it is to manage access and protect personal 
information.  The actual interface to other systems and actors 
wishing to access personal information will use web services 
(Figure 5). 

 
Figure 2- Healthcare PIFM for Kuwait Hospital   

 

Figure 3- Healthcare Ontology constructed using Protégé 
OWL environment 

These Personal Information Manager (PIM) agents assess in-
formation requests, potentially using other agents to verify the 
request and its circumstance, i.e. current state, using the ontol-
ogy and analyzing the permitted acts based on the chain ap-
proach.  This shared ontology is then be mapped onto a local 
ontology, where appropriate, to map onto the data store, where 
the personal information is actually stored.  The benefit of this 
architecture is its flexibility to be applied easily to existing 
systems that store personal information and to manage the ac-
cess using the shared ontology, while mapping it to the actual 
data store using a local lower level ontology as described in 
the ONAR approach [4]. 

Any request, whether by a user or by a system, in this frame-
work will be dealt with in the following manner: 
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1. Authenticate the user (locally or through a trusted authen-
tication server) 

2. Verify the request to determine legitimacy using the on-
tology to establish whether the request is reasonable and 
should be acquiesced to  (involves reasoning about the re-
quest and checking other systems for verification where 
needed) 

3. Determine the location of information 
4. Verify the acts and chains of acts for legitimacy 
5. Extract the records 
6. Execute the request 

 
Figure 4- The Prototype  

The database was designed based on our findings from a real 
HealthCare provider in Kuwait. After discussion with physi-
cians, nurses and receptionists to better understand how the 
work in the hospital is performed, what are the problems of the 
existing database system they have are, and what are the re-
quirements that should be added to their database system, we 
have designed the system as shown in Figure 5. 

 
Figure 5- Designed System Architecture   

The system in Figure 5 leveraged the chain ontology work and 
codified the requirements of the current system users. 

Experiments 

We developed two sets of experiments. The first is a user 
study, which is still ongoing. This test involves the system 

users at Kuwait Hospital providing feedback on their experi-
ence with Chains. The second is a comparative analysis with 
other similar technologies in terms of ease of and effort re-
quired for enforceability. 

The first technology chosen for the comparative analysis was 
Role-based Access Control (RBAC) [3, 4]. In RBAC, a Role 
has a list of permissions. By placing a user in a Role, that user 
is granted access to the systems or resources associated with 
the Role. Users are assigned to one or more Roles, and each 
Role is related with a permission or set of permissions to IT 
resources. Using this method, a Role establishes the relation-
ship between the users and the systems that they are authorized 
to access and provides a much more efficient way to decide 
who has access to what resources. An interesting consequence 
of RBAC is that organizations no longer have to work at the 
application or system levels, instead they can use roles to as-
sign the appropriate permissions as a group. As a user’s job 
tasks change they are removed from their old roles and placed 
in new roles based on their job title. 

The second technology chosen was Task Based Access Con-
trol (TBAC) [6]. This technology is well suited for distributed 
computing and information processing activities with multiple 
points of access, control, and decision making such as found in 
workflow and distributed process and transaction management 
systems. TBAC varies from traditional access controls and 
security models in many respects [6]. Instead of having a sys-
tem-centric view of security, TBAC approaches security mod-
eling and enforcement at the application and enterprise level, 
which makes it more desirable in real world enterprises. 

For our experiments on ease of and effort required for en-
forceability, we chose real privacy policies1 found on the web-
sites of the top 100 healthcare companies named in the 2009 
Thomson Reuters study [7], as well as the privacy policy from 
Kuwait Hospital. The results were the same across the board.  

For generality, we will walk through the process and show the 
results for a typical example, the OSF Healthcare System2. 
Given the following HIPAA policy statement3 from their Web 
site: 

"OSF may share your information with a medical 
care institution or medical professional for the pur-
pose of verifying insurance coverage or benefits, in-
forming you of a medical problem of which you may 
not be aware, or conducting an operations or ser-
vices audit." 

We represent and implement it in RBAC, TBAC and Chains. 
A representational model of the above policy statement in 
RBAC is shown in Figure 6. We used the standard techniques 
for mapping from natural language to the each technology [1, 
3, 4, 6]. 

                                                           
1 In this context, privacy policy here refers to a virtual combination 
of the privacy policy and the HIPAA privacy practices notice. 
2 OSF HealthCare is a multi-state corporation operating facilities in 
Illinois and Michigan. 
3 The full privacy policy is at http://www.osfhealthcare.org/hipaa 
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Figure 6- Policy in RBAC 

Figure 7 shows the representation of the OSF policy statement 
in TBAC. 

 
Figure 7-Policy in TBAC 

Figure 8 illustrates the Chains representation of the OSF pri-
vacy statement. 

As these representations will be required to be translated into a 
standard form, both for healthcare domain reasons and in order 
to do a fair comparison, each representation was transformed 
into OWL4, which has a direct mapping into HL7 [8].  

Representing the three models above in the OWL language, 
we find that the Chain model is the easiest to be translated as it 
contains less statements and simpler syntax. 

                                                           
4 OWL (The Web Ontology Language) is a family of knowledge 
representation languages for authoring ontologies that is endorsed by 
the World Wide Web Consortium. 

 
Figure 8- Policy using the Chain Method 

 
Figure 9- Chain model using OWL 

Figure 9 shows that the result of the transformation process 
would be of the form: 

<User ID>…. <User ID> 
<Chain ID>…..<Chain ID> 
……. 

Figure 10 shows the refinement process from the RBAC 
statements to OWL. 

 
Figure 10- RBAC model using OWL 

The resulting policy statement is of the form: 

rbac:ssod a owl:SymmetricProperty, owl:TransitiveProperty; 
rdfs:domain rbac:Role; 
rdfs:range rbac:Role; 
......                             
<RoleName> rdfs:subclassOf rbac:Role. 
  <ActiveRoleName> rdfs:subclassOf 
rbac:ActiveRole;rdfs:subclassOf <RoleName>. 
<RoleName> rbac:activeForm <ActiveRoleName> 
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As TBAC is based on RBAC, the translation of the TBAC 
statements is similar to the translation of RBAC statements 
(Figure 10). 

For ease of enforceability, we measure the number of tables 
that needs to be accessed in the determination of an access or 
disclosure decision. Table 1 shows that the number of required 
accessed tables in the Chain method is always the minimum 
(1), while, for this example (OSF Healthcare), TBAC and 
RBAC several orders of magnitude more. While the effort 
required may vary in TBAC and RBAC from policy to policy, 
the trend is that the effort is always more than Chains (and 
sometimes the same).  

For the effort required in enforcement, this is measured by the 
work that has to be performed in evaluating the attributes and 
conditions in a statement (all other things, like low-level en-
forcement platform details, being equal). 

Table 1- Ease of Enforceability 

              
Table 2 shows the re-thinking of the underlying representa-
tional model in Chains yields benefits in terms of the number 
of checks that have to be performed during policy enforce-
ment.  

Table2- Effort Required in Enforcement 

 Discussion 

This paper is the first work in literature that has made a com-
parison between the three privacy preserving methods: Chain, 
RBAC and TBAC. This comparison was based on scientific 
criteria that have compared the number of tables, conditions 
and attributes required to design each of the methods. The 
chain outstands the two other methods with the small number 
of required tables and conditions.  Also the comparison has 
shown the complicity of translating the RBAC and TBAC in 
OWL compared with the simplicity of the OWL sentences in 
the chain case. We also recognized that EPAL [9], Hippocratic 
Database (HDB) technology [10] and P3P [11] are related 
technologies in the field and that it is important to empirically 
compare them to the Chain method. But we need first to put 
the HDB and the Chain on same acting level (either to put 
them both on the application or the data level).  This is one of 
our plans for future work.  

Conclusion 

In this paper, we have identified that the problem of defining, 
acquiring, inferring and consistently using purpose-based data 

disclosure technologies is difficult. We introduced the Chain 
Method – technology that allows easier specification of (secu-
rity and privacy) policy at both the application and data level. 
We have prototyped the Chain method in a real healthcare 
provider and provided our initial results on the ease and effort 
involved in enforcement in a Chain-enabled system. 
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RBAC TBAC Chain Method Access Based Me-
thod 

5 8 1 Number of tables 

RBAC TBAC Chain Method Access Based Me-
thod 

5 4 2 Number of attrib-
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