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Abstract  

For high quality research in biomedicine an operable biobank 
is essential. In order to make optimal use of the material and 
the huge amount of data a sustainable IT-infrastructure is 
indispensable. Therefore, we developed a concept for the IT-
infrastructure of a biobank for an academic medical center. 
The conclusions for this concept are deduced from our experi-
ence with the biobank and IT-infrastructure of a clinical re-
search unit. Our results indicate that the IT-infrastructure 
plays a pivotal role in successfully establishing a biobank. 
Several aspects of the IT-infrastructure are similarly found in 
other areas as, e.g. data protection and storage and quality 
management. Finally, we conclude that although a research 
database is not required for operating a biobank, the need for 
it will definitely emerge, especially with regard to personal-
ized medicine and high-throughput gene expression analysis.  
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Introduction  

Biomaterial for research 

Many medical research projects and clinical trials include 
endpoints requiring patho-histological reports, biomolecular 
tests and survival data. Therefore, it is indispensable to sample 
and store biological material to conduct clinical trials for find-
ing biomarkers, improving existing, or developing new thera-
pies, and to get statistically reliable results. Without enough 
high quality biomaterial many projects struggle or fail [1]. One 
solution to prevent the fast disappearance of biomaterial espe-
cially after the end of funding or in a follow-up phase, e.g. in a 
clinical trial, is a sustainable biobank (Fig. 1). Furthermore, 
providing a biobank with a solid IT-infrastructure increasingly 
becomes a criterion deciding about whether a grant application 
is accepted or not. It is worth to mention that in the beginning 
of a clinical trial the collection of adequate biomaterial is usu-
ally progressing slowly (not depicted in Fig. 1). A biobank 

should provide long-term storage of high quality biomaterial 
for research purposes. According to a definition of the German 
Ethics Council a biobank is the connection of a collection of 
human body materials and person-related data [2]. The bioma-
terial increases its value in combination with associated clini-
cal patient data (MDAT) of the clinical trial. To administrate 
this huge amount of data a sustainable IT-infrastructure is in-
dispensable. 

 
Figure 1- Availability of biomaterial during a clinical trial in 

comparison with a biobank 

The biobank of the clinical research unit 179 

In Goettingen the clinical research unit (KFO) 179 funded by 
the German Research Foundation (DFG) has the goal to de-
velop an individualized therapy for the treatment of locally 
advanced rectal cancer. The standard treatment currently in-
volves a preoperative radio-chemotherapy (RT/CT) followed 
by surgery, and an adjuvant chemotherapy. Beside the reduc-
tion of tumor size the striking advantage of preoperative 
RT/CT is the highly significant decrease of local recurrence 
[3]. Unfortunately, tumors respond very differently to the ther-
apy ranging from complete response to resistance resulting in a 
survival benefit for only a subset of preoperatively treated pa-
tients [4]. Additionally, some patients suffer from severe side 
effects. For accomplishing their goal of a personalized medi-
cine, the scientists perform experiments, like gene expression 
analysis, and promoter methylation analysis. For all these ex-
periments they need high quality biomaterial of rectal cancer 
patients (normal and tumor tissue, as well as blood) that is 
taken at the initial staging examination of the tumor before 
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preoperative therapy is given. Moreover, blood samples are 
drawn during the therapy and of course, the resected cancer is 
formalin fixed and paraffin embedded to assess the response of 
the tumor to the neoadjuvant therapy and to finally determine 
the TNM staging. Thus, the biomaterial collected from rectal 
cancer patients within the KFO 179 is in the first line used to 
examine the biological basis of the individual tumor response 
in patients with rectal cancer. The material is then enclosed 
into the biobank and can be used by the researchers of the dif-
ferent sub-projects to answer their individual scientific ques-
tions. Having the administration data of the biomaterial and 
the MDAT in validated databases that are included in a sus-
tainable IT-infrastructure has the advantage for the researchers 
to have an overview about the available material of each pa-
tient and the data that were already collected with this mate-
rial.  

Aspects to be considered when establishing a biobank 

Although, biobanks are a good idea to counteract shortage of 
biomaterial, their establishment and maintenance should not be 
underestimated. There are a lot of aspects which need to be 
considered besides the storage of biomaterial. The most im-
portant aspects when establishing a biobank are in a chrono-
logical order:  

1. the patient informed consent 
2. ethical aspects 
3. classification of the biomaterial by one single ob-

server to avoid interobserver-variability  
4. data security and protection 
5. storage of biomaterial and its quality management 
6. rules how to treat specimens with a different purpose 

of use 
7. rules for the transfer of biomaterial to third parties 

At the moment there are no biobank-specific laws in Germany, 
thus the work group biobanks of the telematic platform for 
research networks (TMF), consisting of scientists and re-
searchers operating biobanks themselves, evolves guidelines, 
check lists, and privacy models for biobanks [5, 6].  

Objectives 

A medical center wide biobank would have the advantage that 
scientists with a specific research question requiring rare sam-
ples have a bigger chance to find sufficient samples to answer 
their question. Therefore, we want to develop a biobank con-
cept with a focus on the IT-infrastructure for a whole academic 
medical center. 

Materials and Methods  

Approaching a biobank solution for an academic hospital 

The concept for a biobank solution for an academic medical 
center is mainly based on our experience with the evolution of 
the biobank software from a remote data entry (RDE)-system 
for the KFO 179 biobank and supplemented by a literature 
research analyzing the requirements for larger biobank IT-
infrastructures. 

Developing a remote data entry system into a biobank 
software 

Since 2007 several existing research projects affiliated with 
the Department of Medical Informatics at the University Med-
ical Center in Goettingen recognized the need for a profes-
sional IT-support for their biomaterial collections. As a first 
effort, we developed a prototype system for the German Com-
petence Network for Dementia based upon the existing remote 
data entry (RDE)-system (secuTrial). This product had several 
advantages over buying specific software, or completely de-
veloping software ourselves. Some of the advantages were: our 
RDE-system was validated in accordance with AMG/GCP, 
FDA 21 CFR Part11, good clinical practice (ICH-GCP), and 
TMF privacy models, the adaptation did not cause extra costs, 
and we were already experienced in setting-up clinical trials. 

In 2007 the KFO 179 was founded. Due to its multitude of 
biomaterials to collect and several sub-projects involved, a 
web-based biobank software was needed. The continuation of 
the RDE approach allowed a role-based, audit trail equipped 
solution, despite the low IT budget of the project. 

The KFO 179 biobank software in detail 

Whereas the setup of the electronic case report forms for the 
clinical trials was a standard procedure, several challenges 
occurred setting up the biobank software. The existing func-
tions of the RDE-system were improved according to the 
needs of the laboratory staff and a sample-oriented IT-based 
administration of biomaterial was developed, meaning that the 
data entry is barcode driven. The setup of the system required 
multiple redesign phases. Now, the system fully enables the 
monitoring of biomaterial quality in detail, documenting the 
storage, and capturing and documenting the respective usage. 
The basic data of the patients (IDAT) are stored in the study 
center. As the biomaterial collection does not only contain 
material and data from patients being treated in the University 
Medical Center, certain restrictions apply to the design of the 
IT-infrastructure. In order to fulfill the TMF privacy model, 
two separate software installations are required for the biobank 
[5]. One for the administration of the data of the biomaterial 
(BDAT) gained in the surgery and pathology departments and 
one installation for the pseudonymized MDAT, which are par-
tially annotated by information from the hospital information 
system. Via an unambiguous barcode biomaterial specimens of 
patients can be linked with the information in the biomaterial 
database. The pseudonym of the patient can be linked to the 
MDAT in the second database only via an additional list, stor-
ing the pseudonym from the biomaterial database in connec-
tion with the pseudonym of the MDAT database. Both, BDAT 
and MDAT can be joined for research aspects via a mapping 
table. All results should finally be stored with a different pseu-
donym in a research database. De-identification of a patient is 
just possible in the study center keeping the IDAT. 

The insights gained during this evolutionary process are very 
valuable for the design of a concept for larger biobanks. 

Literature research for larger biobank IT-infrastructures 

To identify the demands on biobank software for serving the 
purpose and fulfilling the TMF privacy model, a literature 
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research of requirements for biobank IT-infrastructures was 
performed by analyzing scientific literature and product infor-
mation from providers of biobank information systems. Key 
words for the search in PubMed and google scholar were: bio-
bank, biobanking, biorepository, IT-infrastructure, biobank 
software, biobanking software, BIMS, biorepository software.  

Results  

In our development process along with the literature research, 
we found the following points to be most crucial for an IT-
infrastructure for a biobank. 

Quality assurance  

Quality assurance for biobanks has to take place on different 
levels: from monitoring of the samples to complete annota-
tions during data entry into the database to Standard Operating 
Procedures (SOPs) describing what to do in case of a power 
failure. 

Within the central laboratory of the KFO 179 the temperature 
of the samples is monitored manually. The temperature could 
also be manually entered into the RDE-system, but a direct 
communication between freezer and biobank software is not 
possible due to a lack of the necessary interface. That the tem-
perature should be monitored was demonstrated in a study 
showing that a cyclic (5 times) temperature change from -196 
to -150 °C reduces the viability of embryonic neurotissue cells 
to 50 % [7]. Having the appropriate interface, monitoring of 
single samples covering the temperature profile and freeze-
thaw cycles over the whole life-span of a samples is possible1. 

In the KFO 179 data are entered into the RDE-system by the 
laboratory personnel for each single sample comprising two 
entry steps. In a first step, the barcode, the name of the person 
taking the sample, the date when the sample was taken, the 
patient`s pseudonym, and the sample`s origin are entered. Af-
ter the isolation of e.g. RNA from this sample and its quality 
assessment (taking place just in the central laboratory), the 
RIN (RNA integrity number) describing the degradation state 
of the RNA [8], and other quality parameters are entered into 
the respective form in the RDE-system. Moreover, the storage 
location, the description of the type of isolated material, and 
the exact amount and concentration are documented. If a sci-
entist wants to use the same sample for research, the RIN gives 
information, whether the sample could be used for a certain 
research purpose. The workflow of the KFO 179 is in accor-
dance with literature mentioning that before samples are in-
cluded into the biobank, a quality assessment should take place 
to determine the purity and degradation of e.g. tissue samples 
[9]. 

The RDE-system used by the KFO 179 is equipped with an 
audit trail and a role-based access control. On the data level a 
check for plausibility such as defined ranges for distinct values 
exists. Due to the structure of the software (originally designed 
for clinical trials) based on visit plans, it is not possible to de-
termine whether a single storage location for biomaterial is 
entered twice, neither to allocate free storage places nor to 
give an overview about the storage places and their capacities. 

An identification of duplicates can just be performed after the 
export of the data and an analysis with statistical analysis sys-
tem (SAS). In comparison to the literature, the RDE approach 
has some disadvantages1. 

In addition to high quality biomaterial, high quality annota-
tions are also required. It must be documented what type of 
biomaterial is stored (using, e.g. the ICD classification), when 
and with which method it was extracted, purified, and pre-
served, and how the material was stored during its life-cycle. 

In the central laboratory of the KFO 179 an alarm system is 
installed. In case of a power failure the laboratory personnel 
follows an emergency plan including a defined workflow for 
saving samples. This KFO 179 concept is in accordance with 
literature describing the need to set up a concept in the form of 
SOPs describing what to do in events of power failure or bro-
ken freezer systems [10]. 

Document and workflow management  

The KFO 179 uses a web-based portal system run by the De-
partment of Medical Informatics to save essential documents 
like study protocols or SOPs. These documents are stored in 
distinct folders for each sub-project. In addition, the portal 
offers access to several applications so that the progress can be 
monitored and collaborations can be fostered. It is described 
that certain laboratory information management systems 
(LIMS) are able to directly provide such document storage 
services without the need for an additional portal1. 

Search functions 

In order to allow long-term sample scheduling, researchers 
need a permanent overview of samples present in the biobank.  

Within secuTrial it is possible to get overviews of the biomate-
rial present in the biobank including a sorting function. For 
more complex queries, the data needs to be exported and ana-
lyzed with SAS. The same applies to the statistical analysis 
after the end of the study. Some LIMS1,2 allow a detailed 
query to work with the biomaterial in the biobank. 

Sample request and distribution 

One function of biobanks is the storage of biomaterial. There-
fore, an essential aspect is how to deal with sample requests 
and how to serve them.  

Within the KFO 179 a transfer of biomaterial to the single sub-
projects works as follows: A scientist asks for biomaterial in 
the central laboratory and gets it and the transfer is manually 
recorded in the RDE-system. The access to MDAT is con-
trolled by a data management and safety committee (DMSC). 
A transfer of biomaterial to third parties is not planned so far. 
Our literature analysis revealed that a biobank should offer a 
web-based possibility to request, and if possible, also to search 
for samples [10]. In this way, the whole process could be do-
cumented at the same time. To minimize errors in issuing 
samples to third parties and to be in agreement with data pro-
tection laws, an IT-supported identification method like RFID 

                                                           
1 See: http://www.starlims.com/Biobanking_Brochure_final.pdf 
2 See: http://www.biofortis.com/products/labmatrix 
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tubes or the more common barcode tags should be used on 
each sample instead of identifying data of the patient. The 
transfer of MDAT and biomaterial to third parties should just 
take place in anonymized form [5].  

Development of a concept for an IT-infrastructure for an 
academic medical center wide biobank  

Covering the aspects to be considered when establishing a 
biobank (see introduction), we can deduce the following con-
cept for an academic medical center considering the KFO 179 
solution and the literature research: 

(1.) The usage and transfer of samples have to be described 
very detailed in the patient informed consent. The patient has 
to be informed, whether the sample and the generated data are 
used only in a specific scientific area, e.g. cancer research, or 
generally for research purposes. Moreover, it must be possible 
for the patient to withdraw the consent at any time. 
(2.) Ethical aspects: A DMSC must be installed to preserve the 
safety of patients. In addition, it secures the reliability of the 
data, which has to be guaranteed, and the transparency of the 
working processes within the projects. 
(3.) To avoid interobserver-variability, all observers have to 
synchronize their classification methods. Within a clinical trial 
there should be only one single observer examining the bioma-
terial and for example staging it. A central image-bank could 
be one solution to solve this problem. 

(4.) Data security and protection: Role-based access control, 
encrypted transfer of data into the RDE-system, separate stor-
age of MDAT, IDAT, and BDAT, and pseudonymization of 
the data must be given. The IT-infrastructure must be setup 
according to data protection laws, TMF guidelines [5], and 
requirements of the ethic committee of the respective aca-
demic medical center. 

(5.) Quality assurance must take place on all levels. Especially 
for a larger biobank it is necessary to ensure high quality bio-
material as well as very detailed annotations. The temperature 
profile of each sample should be monitored. Thus, an increase 
in temperature due to a defect or a power failure could directly 
lead to a warning message to the responsible persons and 
counteractions could be taken immediately. Unless one di-
rectly uses room-temperature sample storage for DNA or RNA 
obviating the need for freezers [11]. The entry of data into the 
biobank software must be controlled by a role-based access 
control and the values added into the fields of the forms should 
have plausibility checks also for duplicates of barcodes or sto-
rage locations. The data entry into a biobank software depends 
on the state of automation of the biobank, i.e. whether robots 
are used for storage locations or making aliquots of samples 

[12]. 

(6.) It is necessary to store biomaterial of clinical trials for a 
long time. The progress of research is very fast and therefore it 
is important that researchers can use datasets of former trials 
e.g. to establish and validate new methods. In the KFO 179 
such an older comparable dataset is used for examination as-
pects in order to reproduce the results. In case of different re-
sults it might be helpful to generate data of older samples 

again using the current technology. For reducing the problem 
of treating specimens stored with a different purpose and to 
label them and determine their content, it is necessary to ano-
nymize them. Nevertheless, for a complete new biobank we 
recommend to first setup a functional IT-infrastructure includ-
ing machines for reading samples, labeling, and storing them. 
Just upon the complete existence of the framework a biobank 
should start collecting samples. 

(7.) A web-based tool for third parties to enquire biomaterial is 
essential. For the transfer of biomaterial to third parties a 
DMSC is required, controlling the giving away and required 
measures like anonymization. An interesting solution is prac-
ticed at the biobank of the Medical University in Graz, Aus-
tria. There, third parties are supported by the biobank to write 
research proposals. The biobank determines the availability of 
the required samples and performs all experiments within core 
facilities of the Medical University. Only the research result is 
given away to the third party upon payment3. Thus, valuable 
samples are not given away and a quality loss of the specimen 
caused by an interference of the cold chain can be excluded. 

Finally, it is indispensable to avoid parallel solutions meaning 
that per academic medical center just one biobank should ex-
ist. Most importantly we recommend a new biobank software 
for an academic medical center, as the secuTrial approach has 
too many limitations and is not sufficient anymore. 

Discussion  

Our experience showed that around younger scientists there is 
a big acceptance of new ideas, whereas senior laboratory per-
sonnel tend to generally dislike changes. Nevertheless, existing 
skepticism is quickly released when the personnel realizes the 
simplifications, which such new ideas bring with them for the 
daily workflow. 

On the one hand, compared to a distributed storage approach 
one central biobank has the advantage of saving costs regard-
ing cooling facilities, alarm, and power back-up systems [10]. 
Optimally, the biobank should be linked to the central labora-
tory for health care to take over otherwise discarded samples. 
On the other hand, room must be created for many samples 
and it requires an elaborate workflow to secure continuous 
cooling of the specimens from the place of retrieval to the bio-
bank freezers. Moreover, property issues and data sharing is-
sues can easily inhibit the central approach. Therefore, a ma-
ture biobank software should not be depending on local issues. 

The financial aspect of the biobank depends on the state of 
automation, e.g. machines for aliquoting, refractioning of 
blood, storage of samples, labeling of samples, but also on the 
software for the IT-infrastructure and the number of employ-
ees for the biobank. 

An academic medical center wide biobank offers advantages 
and disadvantages to its scientists, although the advantages 
prevail. The main advantage is that scientists can revert to a 
larger selection of samples for their research. The fact that 

                                                           
3 See: www.meduni-graz.at/1449 
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physicians would need to hand in all their samples gained from 
patients not used for medical examination into the biobank 
might be a disadvantage on the first sight. In reality this is an 
advantage, as it allows the blinding of the physician, who 
might have a double-role as clinician treating patients and sci-
entist working with their material. 

In the KFO 179 an emerging need for an easy-to-use research 
database (RDB) came up recently. So far, this lies beyond the 
possibilities of an RDE system. A suggestion for an IT-infra-
structure for an academic medical center including a RDB is 
described in figure 2 [13].  

The MDAT stored in the study database (SDB) are encrypted 
with a person identifier (PID), as well as the IDAT which are 
stored in a separate list. The BDAT in the biomaterial database 
(BDB) are organized via a laboratory identifier (LabID) and 
have a different patient pseudonym. Before researchers can 
start working with their data, e.g. combining gene expression 
results with MDAT, a mapping of the identifiers must take 
place preferably by IT. A RDB into which the matched data-
sets from SDB and BDB and genetic data could be imported 
via several interfaces could be searched by a query tool like 
i2b2 (informatics for integrating biology and the bedside)4 [14, 
15]. 

Figure 2- IT-infrastructure for an academic medical center in 
accordance with German data protection laws 

Conclusion 

A biobank for an academic medical center should be devel-
oped for every university paying special attention to the IT-
infrastructure. The choice of software for the single compo-
nents (Fig. 2) should be well-thought of as the IT plays a piv-
otal role. The need for a RDB will just slowly arise during 
operating the biobank, but the person in charge should at an 
early stage decide how a product could fit best into the exist-
ing IT landscape. 
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