
  


 

Abstract—The huge increase in the number and use of 

smartphones and tablets has led health service providers to 

take an interest in mHealth. Popular mobile app markets like 

Apple App Store or Google Play contain thousands of health 

applications. Although mobile personal health records 

(mPHRs) have a number of benefits, important challenges 

appear in the form of adoption barriers. Security and privacy 

have been identified as part of these barriers and should be 

addressed. This paper analyzes and assesses a total of 24 free 

mPHRs for Android and iOS. Characteristics regarding 

privacy and security were extracted from the HIPAA. The 

results show important differences in both the mPHRs and the 

characteristics analyzed. A questionnaire containing six 

questions concerning privacy policies was defined. Our 

questionnaire may assist developers and stakeholders to 

evaluate the security and privacy of their mPHRs. 

I. INTRODUCTION 

Predictions made by the Cisco Global mobile Data 
Traffic Forecast of 2013 suggest that by 2017 there will be 
around 1.4 mobile devices per capita throughout the world 
[1]. This huge evolution of mobile devices has also led to an 
increase in the use and development of mobile applications. 
The Mobile Health Market Report for 2013-2017 estimates 
that over 500 million people will be using mobile healthcare 
apps by 2015 [2]. 

Patients are using online search engines to find health 
related information [3]. Five percent of searches in Google 
are health related [4] and the use of the Internet to access 
medical information is known as eHealth [5]. Health 
professionals recommend that patients keep records 
containing their information [6][7]. Personal health records 
(PHR) are applications that allow an individual to access, 
manage and share his or her information [8]. Although PHRs 
are available for PCs, the web or USB, patients are searching 
for more usable and portable means to access their medical 
information [9]. The medical practice supported by mobile 
devices is known as mHealth [10], while mobile PHRs are 
known as mPHRs and allow patients to access their medical 
information in any place at any time [9]. Although patients 
are willing to use mPHRs, their quality-in-use rates are low. 
The barriers to PHR adoption have been identified as 
organizational boundaries, cultural issues and usability, along 
with legal concerns and privacy [11]–[14].  
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The Health Insurance Portability and Accountability Act 
(HIPAA), which appeared in 1996, proposes general 
guidelines to enforce the privacy and protection of private 
medical information. Those entities that develop PHRs under 
the HIPAA are required by law to safeguard their patients’ 
information, thus increasing customer confidence in their 
products.  

This paper presents an evaluation of a total of 24 free 
mPHRs for Android and iOS using a questionnaire 
containing six questions based on the HIPAA and adapted to 
mobile apps. This paper is organized as follows: Section II 
explains the research method, while the results obtained are 
displayed in Section III. Section IV discusses the main 
findings and presents the limitations of the study. The 
conclusions obtained from this research are summarized in 
Section V. 

II. METHOD 

A. Systematic Review and Protocol 

The search for mPHRs was addressed by using a method 
adapted to mobile apps from the well-known systematic 
literature review (SLR) process [15]. This process used 
formal methods to ensure the accuracy and impartiality of the 
search process. The Preferred Reporting Items for Systematic 
reviews and Meta-Analysis (PRISMA)[16] quality reporting 
guidelines were also followed. The complete method for the 
systematic review was developed before beginning the search 
process and includes eligibility criteria, information sources 
and describes the selection and data collection processes. 

B. Eligibility Criteria 

The following inclusion criteria (IC) were used. Meeting 
all the inclusion criteria was mandatory for an mPHR to be 
selected: 

• IC1: mPHRs in the Health category that were not 
focused on a specific illness or health condition. 

• IC2: mPHRs that were free. 
• IC3: mPHRs updated after the 1

st
 of January of 2013. 

The following exclusion criteria (EC) were applied to the 
mPHRs that met the ICs. For an mPHR to be selected it could 
not meet any of the EC: 

• EC1: mPHRs that had installation or runtime errors that 
do not allow the app to be properly examined. 

• EC2: mPHRs that completely depended on an external 
service and could not be evaluated as a single mobile app 
(full-tethered mPHRs). 

C. Information Sources 

The sources selected were the following two app 
repositories: Apple App Store and Google Play. These are the 
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two most popular app markets and are leaders in both the 
number of apps available and downloads. With regard to 
medical apps, both markets also have an important health 
category, with around 20,000 medical apps in Apple App 
Store and 8,000 medical apps in Google Play [17]. 

D. Selection of mPHRs 

The mPHR selection process was organized in five 
phases: 

1) The search for apps from Apple App Store and 
Google Play. The search string (“PHR” OR 
“personal health record”) was obtained using the 
PICO criteria [18] and adapted to the search engines 
of each market. 

2) Manual exploration of each mPHR found and 
selection based on the ICs and ECs. 

3) Manual exploration of mPHRs, their descriptions in 
the market and in some cases their websites in order 
to identify their Privacy Policies. 

4) Complete reading of each Privacy Policy and manual 
extraction of the security characteristics studied. 

E. Data Collection Process 

Data collection was approached using a data extraction 
spreadsheet. Each mPHR was evaluated independently by 
two of the authors. Disagreements were resolved with 
discussions between the two authors who were involved in 
the review of the mPHRs. 

G. Quality Assessment  

The evaluation of the mPHRs was performed through the 
use of a questionnaire defined by the authors. The 
questionnaire criteria were extracted from the HIPAA 
Privacy Rule and based on the principles analyzed by a 
previous study that reviews the Privacy Policies of web PHRs 
[14]. The questionnaire was composed of six quality 
assessment questions that were applied to each mPHR: 

 QA1 Can the Privacy Policy be easily accessed?: Y 
(Yes), the Privacy Policy is available in the application; 
P (Partially), the Privacy Policy is available in the app 
description or on the developer’s website; N (No), the 
Privacy Policy is not available. 

 QA2 Are changes to the Privacy Policy notified?: Y 
(Yes), changes to the Privacy Policy are notified the first 
time the app is used after the changes are made; P 
(Partially), the changes are not notified. Instead, an 
update with date on the Privacy Policy is performed; N 
(No), the changes are not notified. 

 QA3 Does the mPHR include a strong authentication 
mechanism?: Y (Yes), the authentication procedure is 
based on two or more of the following elements: (i) 
something the user knows, (ii) something the user 
possesses and (iii) something the user is; P (Partially), 
the authentication procedure is based on one of the 
aforementioned elements; N (No), there is no 
authentication. 

 QA4 Are the data encrypted?: Y (Yes), the data are 
encrypted in all scenarios; P (Partially) depending on 
which data it is encrypted or unencrypted; N (No) the 
data is fully stored and transferred unencrypted. 

 QA5 Does the mPHR follow any security standards or 
laws?: Y (Yes), the mPHR fully complies with both a 
security standard and a law; P (Partially), the mPHR 
complies with a security law; N (No), the mPHR does 
not comply with any security standards or laws. 

 QA6 Does the mPHR allow multiple users, and if so, can 
access be granted and revoked?: Y (Yes), the mPHR 
allows multiple users and the owner of the data can grant 
access to and revoke it from other users; P (Partially), the 
mPHR allows multiple users but they cannot access any 
other data but their own; N (No), the mPHR only 
supports a single user. 

The scoring procedure was Y (Yes) = 1, P (Partially) = 
0.5 and N (No) = 0. The evaluation was performed 
independently by two authors. Discrepancies were resolved 
with discussions between the two authors.   

III. RESULTS 

A.  Selection of mPHRs 

The initial search phase obtained a set of 203 candidate 
apps. After applying the ICs, 35 mPHRs were selected. These 
35 mPHRs were reduced to the final amount of the 24 
selected for the review after applying the ECs. Fig. 1 shows a 
PRISMA flow diagram that summarizes this process. 

 

Figure 1. PRISMA Flow Diagram. 

B. Quality Evaluation of mPHRs 

The results for each app are shown in Table I. The results 
of the quality assessment show that two apps scored 0, two 
apps scored 1, two apps scored 1.5 and eight apps scored 2.5. 
Ten apps obtained more than half of the maximum score: two 
apps scored 3 and eight apps scored 3.5. None of the apps 
scores more than 3.5 points out of 6. 
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TABLE I.  QUALITY EVALUATION OF MPHRS. OS=OPERATING 

SYSTEM (ANDROD/IOS), TS= TOTAL SCORE 

mPHR OS 
Quality assessment question 

TS 
1 2 3 4 5 6 

CareFlowPHR And N N P N N P 1 

CareSync iOS Y P P P N Y 3,5 

EasyMed Medical Passport iOS P N P N N P 1,5 

EasyMed Medical Passport And P N P N N P 1,5 

Health Companion iOS Y P P Y N P 3,5 

Health suite And Y N N N N N 1 

Health2me iOS Y P P N N P 2,5 

Health2me And Y P P N N P 2,5 

HealthStylus iOS Y N P P N P 2,5 

HealthStylus And Y N P P N P 2,5 

iBlueButton iOS Y P P Y N N 3 

iTriage Health And Y P P N P P 3 

iTriage Health iOS Y P P N P P 3 

LifeCard Health Record iOS Y Y P P P P 4 

MTBC PHR And Y P P Y N P 3,5 

MTBC PHR iOS Y P P Y N P 3,5 

My Health Diary And Y P P P N P 3 

MyClinicNotes iOS Y P P Y P P 4 

MyMx Personal H. R. iOS Y P N Y P N 3 

MyWellnessApp iOS N N N N N N 0 

OnPatient Medical Record  And Y P P N P P 3 

OnPatient Personal H. R. iOS Y P P N P P 3 

Personal Health Record Lte iOS N N N N N N 0 

Track My Medical Records And P N P Y N P 2,5 

IV. DISCUSSION 

A.  What is the quality of the mPHRs studied based on their 

Privacy Policies? 

The results show the scores of each mPHR when assessed 

using the six QA questions described in Section II-G. Each 

QA and its results will be analyzed in this section: 

1) Can the Privacy Policy be easily accessed?: Eighteen 

of the mPHRs allow the user to access the Privacy Policy 

from within the app. Three apps do not have a Privacy 

Policy and three apps include the Privacy Policy on the 

developer’s website. The majority of the mPHRs included 

(87%) meet this requirement at least partially. 

2) Are changes to the Privacy Policy notified?: Only one 

mPHR, LifeCard Health Record, notifies the user when the 

Privacy Policy changes, and only if the user visits the 

website. Fourteen applications provide a manual indication 

of the date of the changes to the Privacy Policy but users are 

not notified. Users of the other nine mPHRs (37%) cannot 

use tools supplied by the developer to verify whether the 

Privacy Policy has changed. 

3) Does the mPHR include a strong authentication 

mechanism?: In order to avoid unauthorized access to 

sensitive medical information, an authentication mechanism 

is encouraged. However, none of the mPHRs studied 

included a 2-phase authentication protocol. The most 

widespread authentication mechanism was a combination of 

something the user knows: a username and a password. Only 

four mPHRs do not include an authentication system and 

rely on the smartphone features to grant user access. 

4) Are the data encrypted?: Seven mPHRs (29%) encrypt 

their data both while stored and while being transferred. 

Although specific encryption techniques have been designed 

for PHRs owing to their particular sensitivity [19], 50% of 

the mPHRs studied do not encrypt the data according to their 

privacy policies. 

5) Does the mPHR follow any security standard?: This 

QA question achieved the lowest level of compliance. The 

24 mPHRs studied do not comply with any standards. 

However, some apps claim that they comply with the law. 

Only two apps, by the same developer (OnPatient PHR for 

Android and iOS) indicate that they comply with both the 

HIPAA and the Health Information Technology for 

Economic and Clinical Health (HITECH) Act [20]. In 

addition, LifeCard Health Record and MyMx PHR comply 

with Australian laws while iTriage Health for Android and 

iOS and MyClinicNotes comply with US laws. 

6) Does the mPHR allow multiple users, and if so, can 

access be granted and revoked?: Only CareSync for iOS 

includes a multiuser functionality that allows users to grant 

and revoke access to other users. Most mPHRs (75%) allow 

different users but they can only access their own 

information. 

B. How do results differ between mPHRs for Android or 

iOS? 

Fig. 2 shows the average score per question for Android 

and iOS apps. The biggest differences can be observed in 

Questions 2 and 4, in which the iOS average score is higher 

than the Android average score for both questions. The 

contrast in Question 2, which concerns the notification of 

changes to the Privacy Policy, is derived from the fact that 

LifeCard Health Record for iOS is the only mPHR that 

obtains the highest score in this question. The inequality in 

Question 4, which concerns data encryption, agrees with 

some reports that classify the iOS implementation of 

encryption as having good protection and the Android 

implementation as having little protection [21][22]. With 

regard to the remaining questions, no significant 

discrepancies can be found. The global average score for 

each system is 0.39 out of 1 for Android and 0.44 out of 1 

for iOS. Both systems score similarly and less than half of 

the maximum score. 

 
Figure 2. Average score by Operating System 

C. Limitations of the study 

Although this study was planned and performed with the 
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aim of attaining the maximum possible objectivity and 

accuracy, there are some threats to validity of the process. 

The search process was manual and the search string used 

may have excluded relevant apps. This threat was mitigated 

by utilizing the PICO criteria, thus resulting in a simple yet 

effective search string. The QA questions were extracted 

from the HIPAA act. Relevant information may have been 

overlooked which could have affected the evaluation 

process, thus threatening the conclusion validity. The data 

extraction was performed by two independent authors in 

order to mitigate this threat. 

V. CONCLUSIONS 

Mobile PHRs have a favorable prospective in health 

technology. One of their main adoption barriers is security 

and privacy. This paper has presented a questionnaire 

containing six questions in order to analyze the privacy 

policy of 24 mPHRs for Android and iOS systems. The 

questionnaire may also be of use to developers when 

assessing the privacy of their future mPHRs. Our findings in 

this study show that no mPHR scores more than 3.5 points 

out of a maximum of 6. The best way in which to improve 

mPHRs is to comply with a health care privacy law like 

HIPAA. Providing a Privacy Policy in mPHRs should be 

mandatory and renewing the content and structure of the 

privacy policies is recommended. New authentication 

methods should be proposed. Users are concerned about their 

privacy but at the same time search for simpler authentication 

mechanisms such as biometric techniques [23]. Threat 

modeling techniques can be used to discover the security and 

privacy weaknesses of a mobile PHRs [24]. Cross-referenced 

taxonomy can also be applied to ensure that mobile PHRs 

comply with HIPAA and HITECH to avoid penalties and lost 

reputation [25]. As future work, we plan to study how the 

low quality in Privacy Policies shown in our results may 

influence mPHR adoption. We also plan to evaluate the 

privacy policies of the mobile PHRs as regards the 

information that is stored in the cloud. Cloud services 

increment the security and privacy requirements [26][27]. 
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